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ABSTRACT 
 
Geometric distortions are generally simple and effective attack to many existing watermarking methods which can 
make detection of the embedded watermark difficult or even impossible. A robust watermarking system must be able 
to encounter such attacks based on rotation, scaling and translation operators (RST attacks). In this paper, we 
describe a new robust watermarking schema based on logo embedding in the DCT transformed domain using 
image normalization techniques. In contrast to existing approaches, the watermark is not embedded directly in the 
normalized image. The image normalization is just used for calculating the affine transform parameters so that the 
watermark embedding and detection is performed in the original coordinates system. The performed experiments 
show that the proposed algorithm is robust against various types of attacks such as low-pass, median, Gaussian 
noise, aspect ratio change, rotation, scaling, JPEG compression, and the combination of these attacks. 
 
Keywords: Watermarking, Images normalization, DCT transformation  
 
 
1.0 INTRODUCTION 
 
The tremendous growth in computer networks and the World Wide Web, coupled with the exponential increase of 
computer performance, has facilitated the distribution of multimedia data such as images. Publishers, artists, and 
photographers, however, may be unwilling to distribute pictures over the Internet due to a lack of security as images 
can be easily duplicated and distributed without the owner’s consent. Digital watermarks have been proposed as a 
way to tackle this tough issue. This digital signature could discourage copyright violation, and may help determine 
the authenticity and ownership of an image. 
 
In general, a digital watermark is a code that is embedded inside an image. It acts as a digital signature, giving the 
image a sense of ownership or authenticity. Ideal properties of a digital watermark have been stated in the literature 
[7, 4, 8, 13]. These properties include: perceptual invisibility to prevent obstruction of the original image, statistical 
invisibility, fairly simple extraction, robustness to filtering, additive noise, compression, and other forms of image 
manipulation as well as the ability to determine the owner of the original image.  
 
Many of the current techniques for embedding marks in digital images have been inspired by methods of image 
coding and compression. Information has been embedded using the Discrete Cosine Transform (DCT) [1, 2], 
Discrete Fourier Transform magnitude and phase [3], wavelets [6], Linear Predictive Coding [4] and Fractals [5] . 
The key to making watermark robust has been the recognition that in order for a watermark to be robust it must be 
embedded in the perceptually significant components of the image [7]. The term “perceptually significant” is 
somewhat subjective but it suggests that a good watermark is one witch takes account of the behavior of human 
visual system.  
 
In order for a watermark to be useful, it must be robust against a variety of possible attacks. These include 
robustness against compression such as JPEG, scaling and aspect ratio changes, rotation, cropping, row and column 
removal, addition of noise, filtering, cryptographic and statistical attacks, as well as insertion of other watermarks. 
While many methods perform well against compression, they lack robustness to geometric transformations. 
Rotation and scaling attacks are considered more challenging than other attacks. Usually, the embedding of a strong 
watermark improves the delectability against the image compression and filtering attacks. However, different from 
these kinds of attacks, geometric manipulations are difficult to tackle. The main difficulty in geometric attacks is 
loss of synchronization in the watermark detector. Thus, the detection fails even though the watermark still exists in 
the watermarked image. Those are challenging attacks in that they do not introduce the quality degradation very 
much but make the detection process very complex and difficult. 
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In this paper, we describe a robust logo embedding algorithm that is resistant to geometric attacks. The 
synchronization is recovered using an image normalization technique for the detection process. Instead of 
embedding the watermark in the normalized image directly, an idea of image normalization is used to calculate the 
affine transform parameters so that the watermark embedding and detection is performed in the original coordinates 
system. In addition, for a maximum watermark embedding with least perceptual degradation, a developed visual 
masking is used. The watermarking structure is based on a DCT transform method, and so the watermarking schema 
is semi-blind and an original image during the detection process is not needed. For robust watermark detection, an 
optimum threshold with a given false detection error probability is presented so that the threshold can be determined 
in advance regardless of the attacks that the watermarked image has undergone. It is useful to determine the optimal 
threshold in advance because the decoder complexity for calculating the threshold can be reduced.  
 
The paper is organized as follows. In section 2, a related theory about the DCT block parent-child structure and 
image normalization is presented. Section 3 presents the existing related works to the RST invariants watermarking 
systems. In section 4, the proposed approach is described, which includes watermark insertion and detection 
mechanisms. Experimental results and discussions are given in section 5, and the conclusions drawn are presented 
in section 6. 
 
 
2.0  RELATED THEORY 
 
2.1 DCT image transformation  
 
Digital image watermarking technology is closely related to image coding technology. Transform coding is now the 
de-facto standard in image and video coding, while the Discrete Cosine Transform (JPEG, MPEG-1, 2,H.261, 
H.263) and the Discrete Wavelet Transform (JPEG2000) are mostly used. Given an image A of size Mx N, the DCT 
of the image is defined as [8]: 
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B(k1,k2) is the DCT coefficient of the image in row k1 and column k2 . Larger DCT coefficients are usually located at 
low frequencies (upper left corner), while coefficients at high frequencies are very small. That is, DCT puts most of 
an image’s energy at low frequencies. 
 
DWT separates an image into several sub-images corresponding to horizontal, vertical and diagonal details at each 
resolution level and a coarsest resolution level. Like DCT, most energy of an image is put in the coarsest sub-image. 
 
2.2 Image Normalization 
 
The typical geometrical attacks include rotation, scaling and translation of the image. These kinds of attacks can be 
represented by affine transform. The affine transform with scaling parameters (a,b), rotation angle φ and 
translational parameters (Tx, Ty) can be defined as: 
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where (x, y) are the pixel coordinates of an input image and (xa, ya) are the pixel coordinates of a transformed image.  
The affine transform parameters can be estimated using image moments. The image moment of order p+q is defined 
in the two dimensional Cartesian coordinates as: 
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The centroid of the image can be calculated using the zeroth and the first moments: 
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The translational effect in the image can be removed by setting the transform center as ),( yx . The central moments 
of order p+q is defined as:  
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Now, we can normalize the input image of size lx × ly using the image moments. Let the width and the height of the 
normalized image be    and  so that the aspect ratio of the normalized image should be one.  xx lal .ˆ = ylb.yl̂ =

1.
.ˆ ==

x

y
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lby  (4) 

If the aspect ratio of the input image is xy lly = , we can get by replacing the relation into equation: 
 

yba .=  (5) 
 

 

Let ),( byaxI  be the normalized image of the input image . Then, the zeroth moment of the normalized 
image can be obtained by changing the variables in equation (2): 

),( yxI
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By solving the simultaneous equations of (5) and (6), finally we can calculate the scaling parameters.  
 

0000ˆ. mmya =    ,   
0000 .ˆ mymb =  (7) 

 
 

The image normalization against rotation can be performed using tensor theory defined in [9]. The rotation angle φ 
for image normalization can be calculated using the following equations: 
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Equation (8) has two possible solutions, thus, we choose ϕ such that  to ensure a unique 
solution.  

0cossin 21 >+− ϕϕ tt

 
We can transform any input image to a normalized form by identifying the transform parameters, ϕ),,( ba  and 

),( yx . If two different images are an affine transform pair, the normalized form of these images will be the same. 
 
 
3.0  RELATED WORKS 
 
Recently, major of the researches concerning watermarking robustness improvement are interested to RST 
invariants metodes. O’Ruanaidh et al. [10] have outlined the theory of integral transform invariants and showed that 
this can be used to produce watermarks that are resistant to rotation, scaling, and translation. In their approach, the 
discrete Fourier transform (DFT) of an image is computed and then the Fourier-Mellin transform is performed on 
the magnitude, the watermark is embedded in the magnitude of the resulting transform. The watermarked image is 
reconstructed by performing the inverse transforms (an inverse DFT and an inverse Fourier-Mellin transform) after 
considering the original phase [11][10]. Fourier-Mellin transform is a log-polar mapping (LPM) followed by a 
Fourier transform, while an inverse Fourier-Mellin transform is an inverse log-polar mapping (ILPM) followed by 
an inverse Fourier transform. In the scheme, the embedded watermark may be extracted by transforming the 
watermarked image into RST invariant domain. However, O’Ruanaidh et al. [10] noted very severe implementation 
difficulties which might have hampered further work in this area. Pereira et al. [13] proposed to embed two 
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watermarks, a template and a spread spectrum message containing the information or payload. The template 
contains no information itself, but is used to detect transformations undergone by the image. One problem with this 
solution is that this approach is likely to reduce the image quality, because it requires the insertion of a registration 
watermark in addition to the data-carrying watermark, Lin et al. [12] proposed a method that develops a watermark 
invariant to geometric distortions, and that eliminates the need to identify and invert them. The watermark is 
embedded into a translation and scaling invariant one-dimensional signal obtained by taking the Fourier transform 
of the image, re-sampling the Fourier magnitudes into log-polar coordinates, and then summing a function of those 
magnitudes along the log-radius axis. 
 
In [14, 15], Z. Dong has proposed  to embed watermark in the log-polar mappings of Fourier magnitude spectrum of 
original image, and use the phase correlation between the LPM of the original image and the LPM of the 
watermarked image to calculate the displacement of watermark positions in LPM domain. The scheme preserves the 
image quality by avoiding computing inverse log-polar mapping (ILPM). 
 
In [16], a watermarking scheme is implemented by improving image normalization based watermarking (INW). 
Image normalization is based on the moments of the image, Invariant Centroid (IC) is proposed and the only central 
region(R), which has less cropping possibility by RST, is used for normalization.  
 
J. Xuan and H.Zhang [17] proposed a rotation, scaling and translation (RST) resilient watermarking method through 
embedding watermark in RST invariant derived from Radon transform and Fourier transform. Based on the 
translation and rotation properties of Radon transform and the translation invariant property of Fourier magnitude, 
the RST invariant is obtained. 
 
 
4.0  PROPOSED APPROACH 
 
In the following, details of the proposed watermarking schema are explained. The two main phases of any 
watermarking system are embedding of the watermark and its extraction or detection process.  In the proposed 
method, the embedded watermark is a Logo binary image of size 64x64, where the host images used for 
benchmarking are gray scale 512x512 bitmaps.  
 
4.1  Watermark embedding   
 
The block diagram for watermarks embedding is shown in Fig. 1. The original image is transformed to 8×8 block 
DCT domain. Then, the robust and the fragile watermarks are embedded in the DCT block. For robust logo 
embedding, the perceptual weighting for each block is calculated using spatio-frequency localization property of the 
8×8 DCT block. Two randomly selected groups of coefficients in each block are modified to embed one bit of 
information. The fragile watermark is embedded into the high frequency DCT coefficients which are vulnerable to 
the image modifications. To cope with geometric manipulations, the zeroth moment (m00) of the watermarked image 
and rotation angle (φ) between the watermarked image and its normalized image are calculated. For the security of 
the embedding procedure, the binary logo S={s0,s1,…,sM-1} is modulated with the pseudorandom bit sequence 
R={r0,r1,…,rM-1} to generate the modulated watermark sequence P={p0,p1,…,pM-1}, where si, ri, pi ∈ {0,1}. The 
modulation is based on the bit-wise logical XOR operation:   pi= si ⊕ ri 
The embedding is based on the two set operation, i.e., we embed one bit of watermark according to the sign of 
difference between two groups of randomly selected coefficients in the 8×8 block. Let GX and WX be coefficients 
and their corresponding weighting values of a group X respectively. Then, the two groups GA and GB can be 
represented as:  

},...,,{ 121 −= NA aaaG       },...,,{ 121 −= NA uuuW
},...,,{ 121 −= NB bbbG        },...,,{ 121 −= NB vvvW

 
 

where N is the number of elements in each group. 
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Fig. 1: General block diagram for the watermark (logo) embedding process 
 
When we embed pj=‘1’ into the block j, we increase the absolute values of the coefficients in GA by an amount of 
corresponding scaled (with α) weights in WA and decrease the absolute values of the coefficients in GB by an amount 
of corresponding scaled weights in GB until ASDj(GA,GB) (Absolute Sum Difference between GA and GB) is greater 
than zero or predefined iteration is reached. On the other hand, when we embed “0” we decrease the absolute values 
of the coefficients in GA by an amount of corresponding scaled weights in WA and increase the absolute values of the 
coefficients in GB by an amount of corresponding scaled weights in WB until ASDj(GA,GB) is smaller than zero, or 
predefined iteration is reached. The ASDj(GA,GB) in the block j is defined as: 
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pseudo-code for the embedding procedure is depicted in Fig. 2. In the code, the functions sgn(x) and step(x) are 
well-known signum and unit step functions respectively.   
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Three transform parameters have to be identified to invert the geometric manipulations. The translation can be 
compensated by calculating the image centroid ),( yx . The scale and rotation can be compensated by using equation 
(7) and (8). Thus, we need m00 and φ of the watermarked image in watermark detection process. 
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If Pj=1 then {  
       Itr :=0 ; 

        Repeat  
        { For i=0 to N-1 

                                 { ai’:=(|ai|+α.ui).sgn(ai); 
               c:=|bi|- α.vi; 
               bi’=c . sgn(bi) . step(c);   

      } 
                       ∑ ∑
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              Itr:=itr+1;     
                      }     
                     Until (ASD > 0) or (itr > max_iteration);  
} 
Else {  
          Itr:=0; 
          Repeat { For i=0 to N-1  

{ c:=|bi|- α.vi; 
          ai’=c . sgn(ai) . step(c);   

   bi’=c . sgn(bi) . step(c);   
                             } 
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              Itr:=itr+1;     
                       } 
         Until (ASD < 0) or (Itr > max_iteration);  } 

ASD          

Fig. 2: The used bit embedding algorithm 
 
4.2  Watermark extraction process 
 
The logo extraction is a reverse process of embedding. The image that is watermarked and possibly corrupted by 
attacks is normalized, and then scale parameters and rotation angles are calculated using equation (7) and (8) 
respectively. After inverting the geometric transform, the image is transformed into 8x8 DCT domain. Then, the 
block by block bit extraction is performed. For each block j, ASDj(GA,GB) is calculated. If ASDj(GA,GB) ≥ 0 then, 
we can decode pj as ‘1’ else decode pj as ‘0’.   Fig. 3 illustrates the general schema of the logo detection process.  
 
Apart from extracted logo, the matching score using traditional normalized cross correlation between the original 
watermark and the decoded watermark [18] can be calculated. The score is computed as follows:  
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where pi and p′i are the original and the extracted watermarks respectively. M is the length of watermark. If the 
score s is higher than a certain threshold Ts, we can say that the watermark is present in the image. However, how 
much higher response is required for the watermark to exist? To solve this problem we present a method to calculate 
an optimal threshold for declaring the existence of the watermark with a given probability of false detection. To do 
this, it is assumed that s is normally distributed with a mean and a variance of μs and σs

2 respectively. The detection 
of watermark is modeled as a hypothesis testing problem. We have two cases for the null hypothesis (H0: an image 
I′(x,y) is not watermarked with X). The first case is that the image, I′(x,y) is not watermarked. The second case is 
that the image I′(x,y) is watermarked with Y other than X.  In our problem, the both cases are similar because 
regardless of other watermark embedding, the distributions of pi are same, i.e. in any case pi is uniformly distributed 
with equal probabilities of Pr(pj=0)=0.5 and Pr(pj=1)=0.5. 
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Fig. 3: Block diagram for watermark detection process 
 
With the assumption that s is normally distributed, we can calculate the false detection probability as:  
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Using μs=0 and σs

2=1/M, and threshold with Pf ≤10-10 can be calculated using equation (11), the following is 
obtained: 

2.25.4 ssT σ=  (12) 

 

The final threshold can be calculated by replacing the σs
2=1/M into equation (13): 

MTs /25.4=  (13) 
 
The threshold only depends on the length of the embedded bits. The result has a meaning that we can use the 
consistent threshold regardless of the original image and embedded watermark strength in the detection process. 
Fig. 4 and Fig. 5 show the experimental distribution and theoretical pdf (with μs=0 and σs

2=1/M) of the detector 
output s. 

s>th Not Exist Exist
no Yes 
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Fig. 4: Distribution of the detector 104 output for unwatermarked image and its theoretical pdf 
 

 
Fig. 5: Distribution of the detector 104 output for the second case and its theoretical pdf 

 
 
5.0 RESULTS AND DISCUSSION 
 
The proposed algorithm was tested on the popular 512×512 Lena image as shown in Fig. 6(a). The image is 
watermarked with the logo shown in Fig. 8(a). The size of logo is 64×64 so that one bit of information can be 
embedded into 8×8 block. The watermarked version of Fig. 6(a) is shown in Fig. 6(b). The PSNR (Peak Signal to 
Noise Ratio) between these two images was 42.0885dB with embedding parameter α=2.5. As can be seen from Fig. 
6(a) and Fig. 6(b), the original and the watermarked image is perceptually indistinguishable. It means that the 
watermark is effectively masked.  
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                            (a) (b) 
               

     Fig. 6: (a) Original Lena image and (b) watermarked image  
 

Fig. 7(a) shows the absolute difference between the original and the watermarked image. The difference was scaled 
up for the illustrative purpose. The figure indicates that the watermark is mainly embedded into the highly active 
region of the image, which is less sensitive to human eyes. Several signal processing attacks as well as geometric 
attacks were simulated to demonstrate the robustness of the algorithm. Fig. 7(b) shows the image attacked with 30° 
rotation and 0.8 scaling. 
 
The extracted logos from lowpass filtering, median filtering, and Gaussian noise attacks with 30° rotation and 1.5 
times scaling are shown in Fig. 8(c), Fig. 8(d) and Fig. 8(e) respectively. The extracted logos from aspect ratio 
change of 0.5 and 2 are shown in Fig. 8(f) and Fig. 8(g) respectively. Fig. 7(b) shows the image attacked with 30° 
rotation and 0.8 scaling. Fig. 8(h) shows extracted logos from Fig. 7(b).  Fig. 9 shows the corresponding matching 
score for extracted logos in Fig. 8 with 1000 different keys. The horizontal line in the figures indicates the threshold 
with false detection probability of Pf<10-10. 
      

                                 (a) (b)               
Fig. 7: (a) Absolute difference between 6(a) and 6(b), (b) rotated (30°) and scaled (0.8) version of 6(b) 

 
We can see that even if the attack is a combination of signal processing and geometrical transform, the detector 
output is reliable. Fig. 10 shows that our scheme can resist rotation attacks of any angle, by illustrating the detector 
response intensity against various possible attacks. The detector output for the scaling with varying magnification is 
shown in Fig. 11.  As illustrated, the response has a local maximum at the integer multiples of magnifications. This 
is due to the interpolation in calculation of the magnifications. Fig. 12 and Fig. 13 show the detector response for 
rotation attacks with fixed magnification and scaling attacks with fixed rotation angle respectively. The detector is 
reliable for any combination of rotation and scaling.  
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Fig. 8: Extracted logos from attacked images 
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Fig. 9: Detector response for various attacks (a) Lowpass filter, (b) Median Filter,  
(c) G. Noise, (d) As. Ratio 0.5, (e) As. Ratio 2, (f) Rotation 30° and scale 0.8 

 
 
 
 
                                                              
         
  
 
 

 
               Fig. 10: Detector response for the rotation with varying angles 

 
 
 
 
 
 
 
 
 
 

Fig. 11: Detector response for the scaling with varying magnification 
 

 
 
 
 
 
 
 
 

 

 

 

(e) (f) 

 

Fig. 12: Detector response for the rotation with scaling of 1.8 and varying angles 
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Fig. 13: Detector response for the scaling with 145° rotation and varying magnification 
 

The robustness for image compression is very important in image watermarking because almost all images are 
distributed in coded format. The detector response for JPEG compression with fixed rotation and scaling is shown 
in Fig. 14, where compression ratios are varying. Even if the image undergoes combination of geometric 
manipulation and compression, the detector shows robust performance until the compression ration reaches 3.1% of 
the original size. 

 

 

 
 
 
 
 
 
 
 
 
 
 

Fig. 14: Detector response for the JPEG coding with 145° rotation,  
scaling of 1.8 and varying compression ratios 

 
 
6.0 CONCLUSION 
 
In this paper, we described a robust watermark embedding scheme using image normalization. To avoid the quality 
degradation caused by interpolation in image normalization, we do not embed the watermark in the normalized 
image. Instead, we use the idea of image normalization just for calculating the affine transform parameters so that 
the watermark embedding and detection can be performed in the original coordinates system. The robustness of the 
algorithm came from the utilization of the HVS property. The optimum threshold with a given false detection 
probability was presented so that we can determine the threshold in advance regardless of the attacks that 
watermarked image has undergone. We tested algorithm for various types of attacks such as lowpass, median, 
Gaussian noise, aspect ratio change, rotation, scaling, JPEG compression, and the combination of these attacks. 
Simulation results showed that the proposed algorithm is robust and reliable against various attacks and geometric 
transformation. 
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