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ABSTRACT

Multimedia means text, image, audio or video file and transferring multimedia files through the internet are
noticeable one. Multimedia securing techniques are additionally used to protect the file. Securing multimedia image
file is difficult by using formal encryption techniques such as AES, RSA because of high correlation between pixels.
For encryption, chaotic map with XOR function is used and to provide double protection, steganography technique
is used. After the encryption, encrypted image is hidden into the cover image file using LSB-steganography. For
that, from the cover image, the rectangular positioned pixel values are selected and the encrypted image values are
hidden into the selected rectangular positioned pixel locations of the cover file. Embedded image i.e., stego image is
transmitted to the recipient through the internet and the reversal process is carried over at the retriever side. The
performance of this proposed algorithm is evaluated by using many numerical calculations such as NPCR, UACI
and PSNR. Correlation analysis is also performed and the values of the secret image is compared with the chaotic
map encrypted image. The obtained average NPCR, UACI and PSNR values are 99.8004%, 37.6773% and 46.41
respectively. These values are compared with existing methods. After retrieving the secret image, the PSNR value is
calculated and is high as 46.41dB. From the analysis, it is clear that the chaotic map based image cryptography and
steganography method provides more security and robustness in the wireless secret image transmission.
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1.0 INTRODUCTION

Information is more important and is wealth in real time applications such as banking, military field,
telemedicine [2] etc., In real time applications, the information must be kept secret and transferred from one to
another should be need more secrecy. For that purpose, data hiding techniques are designed to provide security
against intruders and the classifications are Cryptography, steganography & watermarking which protects the secret
data in an enhanced manner. Crypto techniques convert the secret data into the unreadable data by using the
mathematical operations. Steganography embed the secret data into the other file that is known as cover.

Combinations of Crypto and Stegano techniques provide more security and double protection to the secret
data [10]. Initially, cryptography technique is used to alter the secret data into unreadable form. Text, image or audio
file can be encrypted using cryptography technique. AES, DES, RSA are example of cryptography techniques for
encrypting text [2]. Image encryption is different from text encrypting [5], [9]. Text cryptography techniques are
inappropriate for image encryption because of pixel correlation in an image [3]. Chaotic based techniques are used
for secret image data encryption. The cryptography technique provides first level of security to the secret data.

The encrypted data is look like a scrambled data so it is visible to the intruder that is some data is hidden
into it. It is easily vulnerable to attacks by the intruders. So, the encrypted data is hidden into another file to improve
the security to the secret data. For that purpose, steganography technique is used in which the encrypted data is
hidden into the cover file using steganography technique which hides the presence of data and it gives the additional
protection to the secret data. Image, audio or video [10] can be used as a cover file. Based on the embedding
domain, the steganography is divided into spatial domain and frequency domain steganography. In time domain
steganography, the cover file pixel values are directly altered by the secret data [9]. LSB, MSB, PVD technique are
examples of time domain steganography technique. In frequency domain steganography, transforms are used to
convert the cover file into frequency domain then the spatial domain techniques are preferred to implant the secret
data in the frequency coefficients. DCT, DWT are examples of frequency domain steganography. In image
steganography technique, the size of cover image must be greater than that of secret image.

In the proposed work, image is chosen as an input data which should be kept secret and is encrypted with
the help of chaotic encryption. The encrypted image is hidden into the cover image file using LSB steganography
technique. To improve the complexity of data hiding, the rectangular pixel values are chosen from the cover image
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and in that the encrypted pixels are hidden. Finally, the stego image is generated which contains the encrypted image
pixels. This type of communication provides enhanced security to the input image.

The paper arrangement is summarized as follows: the existing works correlated to crypto-stegano methods
are discussed in Section 2. The proposed work is presented in Section 3. In Section 4, the performance metrics are
analysed. Section 5 describes the results and discussions. In section 6, conclusion and future work is discussed.

2.0 EXISTING WORK

Veena et al., [13] discussed a different chaotic techniques for image encryption and decryption. Nine
different techniques are analyzed related to chaotic method and chaotic image encryption is the best choice for
encrypting the image. Due to high correlation between pixels, AES [6], and RSA techniques are not used for
encrypting in an image.

Hossain et al., [9] proposed a technique of 3D chaotic image encryption by using position permutation
followed by value transformation techniques. For encrypting image, 3D chaotic maps are used. This paper provides
better security and enhanced NPCR and UACI values. But, the encrypted image is directly transmitted to the
recipient without embedding the secret encrypted image into specific cover file using steganography technique
which made the proposed technique more vulnerable to attackers.

Bandekar et al., [4] introduced a process of embedding text or image data into the image cover file using
LSB. Initially, both the secret and cover files are converted into equivalent binary values. Using LSB method, in a
binary cover image, the binary secret data is hidden. Then, the stego image is given as input to AES encryption
process to encrypt the stego image. In this method, final encrypted image is vulnerable to attackers because of its
visibility in the encrypted image; and there is no encryption technique for the secret text.

Qian [12] et al., proposed a technique of encrypting a color image using three dimensional chaotic map. For
diffusion process, chaotic logistic map is used and for confusion, chaotic cat map is used. In this, encryption process
is time consuming because of different chaotic maps. Also, no further data processing technique is used to secure the
cipher image.

In order to reduce the above problems, in the planned process, the input secret image is initially encrypted
by using the chaotic encryption with XOR function. It provides the first level security to the input image. After
encryption, encrypted image is look like a blurred image so the intruder is easily understood that there is a secret
image inside the blurred image. Because of that, there is a need of additional security to the encrypted image. For
that, the rectangular pixels of the cover image is calculated and the pixels of the encrypted image is embedded by
using LSB steganography technique. Crypto-stegano techniques provide an enhanced security that is double security
to the input secret image which should be protected from the unwanted persons during wireless transmission.

3.0 PROPOSED METHOD

Chaos based cryptographic algorithm [7] is used in an image encryption. Chaos means confusion or the
state of randomness. The random nature of chaos is used for an effective image encryption by using confusion and
diffusion process. In chaotic based algorithm, random sequence of numbers is produced and they are spread into the
source image for producing an encrypted image. Chaotic image encryption is more sensitive to the initial condition
and if there is a small change then it will produce greater changes in its output.

Chaotic map is a map of randomized number and is generated based on key values. It is used to mix up the
image pixels for confusion process. Single bit variation in chaotic map affects the whole image. Chaotic image
encryption is classified into 1D chaotic image encryption [8] and high dimensional chaotic image encryption [5]. In
1D technique, cosine transform based map, tent map and logistic map are used. 2D logistic map, 2D collapse map
and 2 D sine transform based maps are used in 2D image encryption.

Chaotic image encryption process is similar to symmetrical plain text encryption technique that is sender
and receiver should use the same key then only encrypting and decrypting process will be succeed. In encryption,
the key values are more important because based on the key, the images is encrypted perfectly. Key values are of



two types. They are predefined key values and randomized key values. If the key is predefined by the sender and the
same key is utilized in the receiver side then it is called as predefined key value. If the Pseudo Random Number
Generator (PRNP) is used to produce the key value, then it is referred to as randomized key value. Based on key
values, chaotic maps are varied. So that the key values should be properly chosen to encrypt and decrypt the image
securely.

Chaotic image encryption process consists of two steps namely (i) pixel scrambling or confusion [1] and
(ii) pixel value substitution process or diffusion. Confusion is a process of changing the pixel position without
changing its value. It is known as permutation also. Diffusion changes the entire values of pixel in an image. Both
the confusion and diffusion processes are based on key values and these processes should be carried out until all
pixel values in an image are changed. Fig. 1 shows the chaotic image encryption process with XOR operation.

Plain Image

»
L

h 4

Confusion Process

N-rounds

Key Generation
v M-rounds
Diffusion Process

s

h J

Encrypted Image

) J
| XOR Operation \ m
Cipher Image

Fig. 1: Chaotic image encryption

The test input image known as plain image is suitably chosen for encryption. The plain image is subjected
with confusion process for ‘N’ rounds until all pixels in an image are altered. After ‘N’ rounds, the confused image
is subjected with diffusion process for ‘M’ rounds until the pixel values are changed. Both confusion and diffusion
processes are based on key values. Key is generated by using randomized key generation method. Based on key
values, the logistic map is designed and confusion and diffusion processes are carried over. After that, the encrypted
image is given to the XOR operation for additional protection. In this, encrypted image pixels are XORed with the
predefined binary value until all pixels are altered that is upto P rounds. For example, three bit binary representation
i.e., 000 to 111 is used here. From that, a single binary value that is 001 is selected. But, in an encrypted image, each
pixel has 8 bits representation so that the input 3 bit binary value 001 is changed to 8 bit representation by adding
redundancy bits in MSB position and now it becomes 00000001. Then it is XORed with encrypted image pixel
value. Thus the cipher image is generated and is transferred to the receiver through the wireless medium. In this
way, by using chaotic image encryption with XOR operation, the plain image is converted to unreadable cipher
image and it provides double security to the secret image.

Steganography is known as embedding the secret data unknown to anyone in a cover file. LSB
method is an easiest method for an efficient data embedding. It has a high embedding capacity. LSB is the minimum
weighted bit. Due to the minimum weight, after embedding the secret data, the changes appeared in cover file are
invisible to human eye. Single bit or multibit LSB embedding is possible. In single bit embedding, the least 1 bit
value is altered. In multibit embedding, depends upon the bit value for example 2 bits means, least 2 bit values are
altered by the secret message bit. In the proposed work, single bit LSB technique is used. LSB method can be



performed either on entire image or on selected pixels of an image. In the proposed work, rectangular shape is
defined and pixels corresponding to the rectangular shape are utilized for LSB embedding. After that, the cover
image is known as the stego image and it is send to the recipient using wireless medium. Fig. 2 shows the planned
work flow diagram.
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Fig.2: Planned work flow diagram

From the received stego image, the encrypted image pixel values are retrieved by using reversal LSB
technique on the rectangular positioned pixels and the encrypted image is obtained. Then, using the XOR operation
and the right key value for chaotic map, the original secret image is retrieved at the receiver side. The proposed
method provides double protection to the secret image by using both cryptography and steganography techniques

together.
4.0 PERFORMANCE METRICS
4.1 Performance Evaluation of Chaotic Map Based Encryption
4.1.1 Sensitivity Analysis
In key based chaotic map encryption, randomized key generation method is used to produce key. For

sensitivity measure, Number of Pixels Changing Rate (NPCR) and Unified Average Changing Intensity (UACI) are
used. They are described as follows,
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A and B are image dimensions. E,(k,/) is the encrypted image and E, (k,/) represents the input image. In

Table 1, NPCR and UACI for different input images are tabulated. 99.8004% and 37.6773% are the average values
of NPCR and UACI are correspondingly.

Table 1: Sensitivity analysis for sample input images

Sample Input Images NPCR (%) UACI (%)
Lena 99.7988 28.2563
Pepper 99.7936 44.7623
Deblur 99.7761 33.9024
House 99.8335 43.7881
Average 99.8004 37.6773

In Table 2, NPCR and UACI values are compared with previous works.

Table 2: NPCR and UACI comparison with existing works

Methodologies Used NPCR (%) UACI (%)
Ref. [1] 99.6094 33.4635

Ref. [7] 99.4932 22.4902

Ref. [8] 99.613 33.466

Ref. [9] 99.6 33.6

Ref. [12] 99.62 33.52

Proposed Work 99.8004 37.6773

NPCR and UACI values are improved in the projected method compared with existing methods is noted from the
above table.

4.1.2 Encryption Time Analysis

Chaotic map with XOR operation consumes less time compared with existing techniques. Table 3
compares the encryption time of the projected method with existing methods.

Table 3: Analysis of encryption time for “Lena” (256X256) image

Image Proposed Ref. [8] Ref .[12] Ref .[14] Ref. [15] Ref. [16]
Method

Lena 0.065575 s 0.310429s | 0.85s 1.1168s 1.25s 1.112s

(256X256)

4.1.3 Correlation Analysis

Correlation indicates the connection between neighboring pixels [8]. Similar correlated pixels in images
give more information. Plain image have highly correlated neighboring pixels in horizontal (H), vertical (V) and
diagonal (D) directions. Reducing the similarity between the neighboring pixels (i.e.,) correlation reduction is the
purpose of image encryption. It is defined by,
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Table 4 shows the computed correlation coefficient values for different input images and its resultant
cipher images. Correlation coefficient values of both secret and encrypted image along the H, V and D directions
are shown in Table 5. Correlation values of proposed work and existing methods along H, V and D directions for
both secret image and an encrypted image of test input ‘Lena’ is compared in Table 6.

From the Table 4, Table 5 and Table 6, it is predicted that the secret image that is original test input image
correlation is closer to 1. At the same time, the cipher image pixels have the correlation is closer to zero or negative.
This indicates that the reduced correlation between the neighboring pixel values i.e., in the image, pixel values are
uniformly distributed. So that, the proposed method withstands with correlation coefficient attack.

Table 4: Correlation coefficient value for secret image and cipher image

Images Lena Pepper Deblur House
Secret Image 0.9436 0.9368 0.9838 0.9517
Cipher Image -0.0233 0.0304 -0.0049 0.0273

Table 5: Correlation coefficient value for both secret and cipher image along H, V and D directions

Images Secret Image Cipher Image
H \4 D H \4 D
Lena 0.9421 0.9710 0.9176 0.0028 0.0038 0.0048
Pepper 0.9502 0.9518 0.9084 -0.0015 -0.0010 3.8374e-04
Deblur 0.9901 0.9847 0.9767 0.0056 0.0087 -0.0051
House 0.9688 0.9529 0.9335 -6.2662¢-04 -9.7306e-04 -0.0029

Table 6: Evaluation of correlation values of Lena image and compared with existing methods

Images Secret Image Encrypted Image
H \4 D H \4 D
Projected 0.9421 0.9710 0.9176 0.0028 0.0038 0.0048
Work
Ref.[8] 0.9700 0.9409 - -0.0043 0.0014 -
Ref.[11] 0.9893 0.9798 0.9686 -0.0012 -0.0015 -0.0012

4.2 Performance Evaluation of LSB-Steganography after Embedding and Reconstruction

4.2.1. Noise Attack Analysis

MSE and PSNR are utilized to analyze the effect of noise on the recovered images. MSE is defined as the
average of the squared error. The ratio between signal power to noise power is known as the PSNR. Error is defined

by,
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Io and Ir denote the original image (test input ‘Lena’) and the recovered image (Decrypted image). U and
V are defined as a total rows and columns in an image.

Table 7 shows the sample input images and their corresponding MSE and PSNR values. The average
PSNR value of the proposed method is 46.419575.

Table 7: PSNR values for sample input images

Images MSE PSNR (dB)
Lena 0.0715 46.8371
Pepper 0.0721 46.4804
Deblur 0.0740 46.1398
House 0.0734 46.2210
Average PSNR 46.419575

Table 8 shows the overall analysis of the proposed work. From the above analysis, it is shown that the
projected method provides improved protection to the secret image using double encryption process. The encryption
time is minimum compared with existing techniques. For the different input images and cipher images along H, V
and D directions, correlation values are calculated. From the calculated values, it is observed that the reduced
correlation between pixels after encryption. NPCR and UACI values are also calculated and that are better compared
with other techniques. After encryption, embedding is carried over. The recipient receives the embedded image and
the reversal process is done to get the input image successfully. For the retrieved image, PSNR value is calculated to
measure the performance. The computed PSNR values indicate that the projected method provides improved
security and withstands against many attacks.

Table 8: Investigation of the proposed model

Images | NPCR % | UACI % Enc Correlation Coefficients PSNR (dB)
Time(Sec) Horizontal Vertical Diagonal
Lena 99.7988 28.2563 0.065575 | 0.0028 0.0038 0.0048 46.8371
Pepper 99.7936 44.7623 0.037699 | -0.0015 -0.0010 3.8374¢-04 | 46.4804
Deblur 99.7761 33.9024 0.043819 | 0.0056 0.0087 -0.0051 46.1398
House 99.8335 43.7881 0.080693 | -6.2662¢-04 -9.7306e-04 | -0.0029 46.2210

5.0 RESULTS AND DISCUSSIONS

In the projected method, secret image is encrypted using chaotic encryption with XOR operation and the
encrypted image is hidden inside the pixels of chosen rectangular shape of the cover image using LSB technique.
The proposed algorithm is applied on different source images. MATLAB-R 2018a software is used with Windows
10 Operating System and Intel core processor with 4GB RAM.

Fig. 3 shows the test input ‘Lena’ image and its resultant chaotic map encrypted image.



(i)
Fig . 3: (i) Lena image (ii) chaotic map encrypted lena image

Fig. 4 shows the cover image and the embedded image i.e., which has the chaotic map encrypted image of ‘Lena’.

(U] (ii)
Fig.4: (i) Cover image (ii) stego image

After embedding, the embedded image is communicated to the beneficiary through wireless transmission.
By doing the suitable steps in reverse order, the encrypted image is obtained from the stego image and it is
decrypted using chaotic map and reversal XOR operation. Table 9 shows different set of input, Stego and decrypted
images.

Table 9: Stego image and decrypted image of sample input images

Chaotic Map Encrypted
Input Secret Images Decrypted Images
Images




5.1 Performance Evaluation of Chaotic Map based Encryption

5.1.1 Histogram Analysis

Graphical illustration of the pixel or data sharing over the image is known as histogram. The pixels
distribution in the secret image and the encrypted image is different. In secret image, the pixel distribution is random
and so the histogram image has different shapes of range of bars. For encrypted image, the distribution of data is
uniform and in the histogram image, the shape of the bars is in uniform. Histograms of test ‘lena’ image and the

corresponding chaotic map encrypted image is showed in Fig. 5.

(a) (b)

Fig.5: Plot of histograms (a) For test input ‘Lena’ (b) For chaotic map encrypted image

Table 10 shows different input images with their histograms and the corresponding encrypted images with
their histograms. From Table 10, it is shown that the input image histograms are in unusual shapes and the encrypted
images histograms are in consistent shape. This indicates the uniform distribution of secret image pixel values. So
that for intruders, from the histogram of an encrypted image, the secret image identification is difficult. So the
proposed method survives in the statistical attack.

Table 10: Outputs of the proposed system

Test Input Secret
Images

Histogram of Test
Input Secret Images

Chaotic Map
Encrypted Images

Histogram of Chaotic Map
Encrypted Images

The correlation coefficients of both test input ‘Lena’ and the corresponding chaotic map encrypted image along H,
V and D directions is shown in Fig.6. From Fig.6, it is noted that the correlation in an encrypted image is minimized
and distributed over the entire image. Correlation analysis of different sample input images are tabulated in Table

11.
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Fig.6: Plot of correlation analysis (a) For test input ‘Lena’ (b) For a chaotic map encrypted image

Table 11: Correlation analyses of the sample input images

Input Secret Images Encrypted Cipher Images Correlation Analysis

6.0 CONCLUSION & FUTURE WORK

In the proposed method, chaotic image encryption with XOR operation is used for encrypting the secret
image. For providing additional security XOR operation is carried over. The cipher image is hidden into the cover
image using LSB- steganography technique. The encrypted image pixel values are hidden into the pixels which are
in rectangular shape of the cover image. The embedded image is transmitted to the recipient and reversal process is
carried over in the receiver side and the secret input image is retrieved. NPCR, UACI, PSNR values are calculated
and average values are 99.8004%, 37.6773% and 46.41dB respectively. Histogram and correlation between pixels
are plotted and from that we observed that the proposed method break the correlation between neighboring pixels.
Several analysis techniques were carried over to analyze the performance of the projected method. The investigated
results indicate that the projected method provides high security and stability to the secret image against several
attacks.

In future, video will be chosen as a cover file for secret image data transmission. Neural based video
steganography technique will be used for steganography process.
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