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ABSTRACT

Within the neoteric decade, cloud computing has grown as emerging technology which is an on-demand
availability of network resources, particularly data storage without any management by users. However, the
occurrence of security threats and vulnerability has gradually increased in this processing technology due to its
notable growth. In addition to that, he existing Systematic Literature Reviews (SLRs) are only limited with cloud
related issues and does not provides their impact on other technologies. This Systematic Literature Review (SLR)
examines the security threats experienced by cloud computing along with QoS by edge computing and scheduling.
Various consumers and cloud service providers (CSP) obtained benefits from the cloud computing environment.
However, various privacy and security challenges occur in this digital age. This SLR mainly aims to review the
state of the art research studies on secure cloud computing with high QoS and its challenges. This SLR examined
numerous research studies related to cloud computing security with secure service level agreement (SLA) which
are published between 2019 to 2022 from the reputed electronic databases. Cloud computing security is ensured
mostly based on trust evaluation, implementation of blockchain technology, authentication, and cryptography
techniques, and implementing edge computing in the cloud environment. This SLR also analyzed the research
gaps of the previous research papers and provides future research directions to obtain secure cloud computing

environment with high QoS performance.

Keywords: Cloud computing, edge computing, blockchain, scheduling, QoS, authentication,

service level agreement


mailto:muzammilahmad.khan@gmail.com
mailto:mukhan@ssuet.edu.pk
mailto:shariq@neduet.edu.pk
mailto:siva@utem.edu.my
https://orcid.org/0000-0002-8686-2968
https://orcid.org/0000-0001-5171-4458
https://orcid.org/0000-0001-6807-7977

1.0 INTRODUCTION

In recent days, cloud computing is one of the major approaches among various distributed computing methods that work to improve
the flexibility and scalability of computer-based on-demand computing by providing standard devices and providing shared
resources to the consumers through Internet to minimize the cost. All the services in cloud computing are provided from various
data centers which are delivered with the help of cloud service providers (CSP) [1]. Various types of services are provided by the
CSP such as infrastructure as a service (1aaS), program as a service (SaaS), platform as a service (PaaS), etc., [2]. Cloud computing
consists of storage which is an essential service in the architecture of cloud computing that allows the consumers to share and store
the data.

Cloud computing has develop an emerging technology which is broadly employed in both public and private sectors owing to
feasibility of its services, which can probably add comfort at various levels. Furthermore, security of accommodated services is
vital concern for CSP and cloud users. Security is one of the major problems in cloud computing due to the non-transparent and
distributed environment in terms of security, confidentiality, and privacy [3]. Cloud computing services are fundamentally
entrenched on internet connection, which are vulnerable to several attacks and threats which reflects on malware injection, data
breaches, data losses and etc. Various existing approaches proposed several mechanisms to enhance the security based on access
control, data protection, mitigation of attacks, trust delegation, etc., [4].

Cloud data protection is a section of practices that main intention to secure the data in cloud environment. Data protection is ensured
by storing the data in the data centers after authorized access [5]. Moreover, the data protection is an integration of policies,
procedures and technology solutions that enterprise establishes to secure cloud-based applications and system, with correlated data
and user access. In some methods, authentication is performed to increase security [6]. Trust evaluation is performed during
processing of data in a decentralized manner. It helps the consumers to choose the secure CSP. In other words, trust is directly
proportional to the risk degree. However, there are several challenges are faced by previous works includes integrity, confidentiality,
limited control and visibility, encryption, storage and locality which has to considered while ensuring data privacy.

The QoS of the cloud computing environment is affected in terms of various aspects such as security, resource management,
scheduling, delay constraints, etc., [7]. For achieving high QoS, a legal agreement must be determined to evaluate the relationship
between the consumers and the CSP. In order to meet the above objectives, construction of a service level agreement (SLA) should
be established [8]. The QoS of cloud computing environment is further increased by performing efficient scheduling of resources
for distributing the resources to complete the tasks (or jobs) with low execution time [9,10]. Several works perform efficiency-
aware resource scheduling to increase the cloud computing QoS. However, the delay and overhead constraints remain unsolved in
the cloud computing environment.

In order to overcome the aforementioned issues, mobile edge computing (MEC) is introduced in cloud computing environments
that have enough storage resources with sufficient communication capability and computing potential [11]. In several works, task
offloading is performed to reduce the overhead [12]. In addition, edge computing increases the QoS in terms of low computational
power and delay. However, the edge resources are easily attacked by the attacker which reduces the security. In order to increase
the security in the edge-cloud environment, blockchain is implemented which provides decentralized storage with high supervision
of data [13]. According to existing works, security events in cloud environment has been grown remarkably across the past few
years perhaps because of notable growth in the cloud services. In this survey, we have demonstrates the integration of several
technology with cloud computing for enhancing the QoS performance of cloud-based application which are lack in existing survey.
Besides, we regulated a survey on cloud computing to address several types of security issues, threats and attacks to this developing
technology, with potential protection mechanisms and future research direction has illustrated to solve such problems faced by
existing works thereby enhancing security in cloud environment.

1.1 Barriers in Cloud Computing

Cloud computing adoption is prevented by various types of barriers and delay constraints [14]. Several barriers preventing cloud
computing are described as follows:

(i) Privacy and Security Issues

Most organizations considered privacy and security concerns but, several organizations lack of considering the security issues
are one of the risk barriers and they did not have any viable solutions.
(i) Reliability and Trustworthiness

Cloud system outages have occurred in several organizations due to publicized documentation and corresponding cloud outages
with respect to non-trustworthiness and poor reliability which act as a barrier to implementing the cloud computing approach in
large enterprises.



(iii) Integration and interoperability

In cloud computing, the public to private or private to public clouds have a high cyber security risk which provides vulnerability
in terms of security, poor service provisioning, between APIs and cloud users, cloud users to CSP, etc.
(iv) SLA, QoS, and Governance

Security regarding SLA along with poor QoS and governance occurs due to lack of efficient lifecycle control of services in the
cloud computing environment. Fig. 1 represents the possible barriers that are presented in adopting cloud computing technology
[14].
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Fig. 1: Barriers in Cloud Computing
2.0 BACKGROUND

The general background knowledge of the main paradigms is mentioned in this section before getting into main sections. For the
sake of simplicity, each paradigm is mentioned with diagrammatic representations. The main reason for background section is to
guide the ease of the main concepts. The sub-sections are mentioned below:

2.1 Cloud Computing

Infrastructure expansions of many Information Technology (IT) companies are getting higher more and more in recent years. Hence,
there will be a robust technology that satisfies the company's needs by minimizing the cost constraints that must be developed [15].
At that time, cloud computing came into picture. The services offered by cloud computing technology are inevitable today which
provides both hardware and software services over the internet. Users can utilize the various applications via cloud computing thus
reducing the management cost. By the National Institute of Standards and Technology (NIST), cloud computing is defined as the
computing resource pools which enable on-demand, and omnipresent computing resources (i.e., servers, applications, networks,
and services). Cloud computing consists of four deployment models, four service methods, and five major characteristics which are
clearly explained below [16].

Q) Cloud Characteristics

The National Institute of Standards and Technology (NIST) defines the five different cloud computing characteristics [17].
The cloud service provider not only provides computing resources but also provides commercial computing technologies.
The five main characteristics of cloud are:

e On-demand Self-Service: The resources can be provisioned to the demanded users without consulting with cloud service
providers. The computing resource may include database, virtual machine, space, containers, etc..,. The cloud-aided
organization can make use of cloud web portal as an interface to know about their resource usage (i.e., services, provision,
etc...,) [17].

e Broad Network Access: At different communication networks, cloud computing offers services by different platforms of
a cloud customer. To be more specific, the cloud services are available in highly broadband links (i.e., internet), and also
available in local area networks (i.e., offered by private clouds). The broad network access characteristics of cloud
computing enable high QoS to the users as it manages the bandwidth of the network and latency.

e Resource Pooling: Cloud computing offers multi-tenancy services in which diverse cloud customers are allowed to share
same computing resources and infrastructure without compromising security and privacy. The CSPs' resources can handle
multiple services from the customers without affecting their QoS.

e Rapid Elasticity: The high scalable nature of cloud computing offers more elasticity to its users. In particular, cloud
computing can provide services to the users when they are in demand and cut the services when they are not. The elasticity
offers to reduce the cost, capacity, and usage constraints by intelligently scaled-down and up with no extra forfeits. The
rapid elasticity of the cloud is defined as just-in-time services.



(i)

Measured Service: One of the highlighted characteristics of cloud computing is the measure service which means “pay
for capacity you use”. Even, you can be provisioned by the small services and charged according to that. Every service
you adopt can be monitored continuously by the CSPs and you will be charged according to that.

Cloud Service Methods

Cloud computing offers services to its users based on four service methods which are mentioned below [17]:

(iii)

Platform as a Service (PaaS): Based on customer-created applications, the infrastructure is deployed by the CSPs. There
is no need to manage the infrastructure such as storage, apps, data, etc.., by the users in this service but users can control
and place their applications in the PaaS environment. The PaaS offers number of components such as virtual desktop
services, databases, web services. However, lack of monitoring the potential on system and applications of cloud workload
is the major security concern in PaaS [17].

Software as a Service (SaaS): The infrastructure can be allowed managed by the cloud users in SaaS. Cloud users cannot
be allowed to authorize infrastructure and virtual applications. In addition, the user needs to worry about the software and
hardware updates and patches. The social network environment, e-mail services, and business network management are
coming under SaaS model. Anyhow, there are many issues raised in SaaS due to storing security policies without any
privacy measure, the challenges are improper access management, data storage, data and privacy breaches and data
retention [17].

Infrastructure as a Service (1aaS): The services, computing resources, backup, storage, and network are provided by the
laaS model. The users are aided with software operations and implementation guidelines. The application deployed, and
operating system is only managed by the users while the cloud infrastructure is not allowed to be managed by them. The
companies that demand full software support can go with laaS. In laaS, data leakage is the vital issue, due to insecure data
storage in cloud server and lack of effective control policies on users 17].

Container as a Service (CaaS): This service allows users to manage the containers in terms of edit, upload, stop, and
start. The CaaS services are used for creating secure applications through cloud data centers. The processes in the CaaS
are empowered through APIs and virtualization tools. Containers can be widely used in DevOps environment of many IT
organizations. Even though this platform is significant, the security risks are increased gradually while the containers share
same kernels as operating system [17].

Cloud deployment Models

There are four deployment models in the cloud computing environment. All the four models are different from one another as they
differ in various features and implications. Based on the user demand and basis, they can select what kind of cloud deployment
model would be used [18]. The models are named as below:

Public Cloud: Public clouds or normally clouds was viewed as the superlative deployment model in which the CSPs
manage all the services publicly. Education-related information such as blogs, study tolls, and virtual laboratories are
coming under public cloud infrastructure.

Private Cloud: The clouds owned or leased by the particular organization are known as private clouds in which the
computing tools are not shared with the public. The users in the private cloud have to manage security and infrastructure.
Students or organizations who want to create or experience private servers or apps come under private cloud.

Hybrid Cloud: The combination of both private and public clouds is hybrid cloud. The users or organization that owns
the hybrid cloud can share insensitive information and hide sensitive information through hybrid clouds. Business
platforms that want secure and public communication come under hybrid clouds.

Community Cloud: The community clouds are provided services to the users who are demands with same services. The
infrastructure can be varied in terms of off-site and on-site. The community clouds are managed by a group of individuals
or organizations. Even though, the cloud deployments models are providing optimal services, day by day the security risk
are amplified owing to unauthorized access, misconfiguration, accounts hijacking and external data sharing 18].

2.2 Edge Computing

The issues in the cloud to users in terms of latency are alleviated by adopting edge computing. Recently the growth of edge
computing has gone into high demand as a lot of organizations invested in edge computing. The main reason for demanding edge
services for its closeness behaviour in which the edge servers are closely placed to the network organization, homes, and public
environments whereas the cloud cannot. The popular definition of edge computing is “Technology that serves as the mediator



between user and clouds” by reducing the latency. One of the main reasons for adopting edge computing is, solely most of the user
devices are resource-constrained such as smartphones, tracking devices, etc..,. There are three main edge computing components
such as cloud server, local edge server, and devices. Fig. 2 represents the edge-cloud architecture model [19]. The real-time base
stations and access points are acts as edge servers that provide latency-free reliable communication to the underlying network
devices. Unlike cloud servers, the edge servers also provide delayed intolerant services to the users such as gaming, virtual reality,
and augmented reality [19]. However, the edge servers are mostly distributed over a broad geographic area, that making it
complicate to secure them. In addition to that, lack of ensuring edge server legitimacy increases the security breaches in the network
where the servers can effortlessly compromised and access are gained by the attackers.
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Fig. 2. Edge-Cloud Architecture
2.3 Blockchain

Blockchain is the distribute peer-peer ledger technology used for Bitcoin transactions in the year 2008. The word “Blockchain”
refers to the chain of blocks which are interconnected and hashed with cluttered cryptographic algorithms. Nowadays blockchain
technology was adopted by many industries and organizations. Especially, the CSPs are given more attention to the blockchain
technology due to its trust and transparency nature. Traditionally, blockchain technology was used for managing the digital assets
which the blockchain technology was referred to as blockchain 1.0. However, in current digital world blockchain can be used as
software programming language which is adopted for many software-related applications called blockchain 2.0 [20].

Some of the features for creating the blockchain-based architecture are:

e Smart Contracts: Smart contracts technology was not an inbuilt technology in the blockchain whereas the smart contract
technology can be incorporated into the blockchain to train some specific policies. Based on the policies, the smart
contracts effectively manage the blocks in terms of security and scalability.

e Validity of transactions: Any information stored in the blockchain is in the form of transactions. As numerous protocols
are restrained in the blockchain, any new transaction must be confirmed before getting stored as blocks. Thus, the
validation capability of blockchain improves the system model.

e Eternal timestamp: Once the new transactions are accepted and stored as blocks. The blocks are stored in an orderly
fashion chain in which the records are time-stamped and immutable. So, block tracing is difficult in blockchain.



Some of the characteristics of the blockchain which make the blockchain technology unique are given below:

e Privacy: The privacy of the blockchain-aided organizations and users is not revealed easily as the blocks are not easily
traceable. Every blockchain user was identified by their block-specific address without revealing their user anonymity.

e Security: Blockchain technology uses powerful cryptographic tools with which transactions have not tampered easily.
The user identity and block address are not directly associated with each other which makes it highly secure technology.
Further, if any of the interconnected blocks gets tampered which would not affect the neighbouring connected blocks.

e Distributed nature: Blockchain ensures decentralized architecture. There is no central entity for transaction verification
which makes the data to be more credible among the blockchain participants. In addition, the consensus mechanism in the
blockchain makes the suitable for handling large-scale data with improved management and security measures.

e Ensure Auditability: The transparency nature of blockchain technology ensures suitability. The records in the blockchain
technology are easily audited by the blockchain experts transparently. The records log maintains all the records including
misbehaving a record which improves the auditable nature of blockchain.

e Consistent rules: The consistent rules in blockchain technology makes it high persistent and immutable. So, falsification
of data is not possible in blockchain. All the hashing functions are represented by the hash unique identifiers, so
modification of the data led to difficulty in blockchain.

e Ensure Auditability: The transparency nature of blockchain technology ensures suitability. The records in the blockchain
technology are easily audited by the blockchain experts transparently. The records log maintains all the records including
misbehaving a record which improves the auditable nature of blockchain.

e Consistent rules: The consistent rules in blockchain technology makes it high persistent and immutable. So, falsification
of data is not possible in blockchain. All the hashing functions are represented by the hash unique identifiers, so
modification of the data led to difficulty in blockchain. The blockchain are mainly utilized for secure data storage, however
the usage of conventional blockchain results in high block generation time furthermore, its suffer from lack of
confidentially thus affects the scalability which overall degrades the security of cloud data storage. Fig 3 represents the
blockchain technology benefits and main features [20].
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3.0 RELATED WORK

Cloud computing is an important need for network resource accessibility including the storage and power used for processing the
data. However, it experienced computation complexity with high response time and low transmission capacity. In order to overcome
these issues, edge computing is integrated with cloud computing but, it experienced various security challenges which increase the
clients’ vulnerability and increases the delay in performing computation.

Various security challenges occurred in cloud computing which reduces the data security due to insecure storage and sharing of
data, etc. In [21], the author surveyed the privacy and security challenges due to threats and vulnerabilities along with management
and cost efficiency in cloud computing. In addition, the threats and their corresponding solutions to overcome the challenges were
also reviewed from the previous approaches. However, this review does not deal with QoS due to poor performance in cloud
computing (i.e., scheduling, low delay, etc.,). Various types of machine learning algorithms are used to enhance the security of the
edge-cloud environment. In [22] the authors reviewed the machine learning algorithms which include various types such as
reinforcement learning, unsupervised, supervised, and semi-supervised to overcome the security issues faced by cloud considering
various types of attacks such as storage-based attacks, network-based attacks, application-based attacks, and VM based attacks. The
previous works are compared and provide future directions regarding security. However, this review lack of considering the edge
computing security and QoS of the network. Fuzzy logic is applied in cloud computing to resolve various challenges such as
security, privacy, reliability, etc. The analyses of fuzzy logic implementation in cloud computing were reviewed in [23] and
concluded that the fuzzy logic was applied in most of the existing works to resolve different problems with high-performance
optimization. However, this review lack of considering the security issues during data sharing and storing, and it does not include
future works based on enhancing the performance of cloud computing.

Trust management in cloud computing reduces the security risks with high data privacy by evaluating trust to ensure storage,
security, privacy, and virtualization. In [24], the authors surveyed the trust nomenclature with its dimension and classifications from
the previous works and evaluate the trust to compare the existing works regarding cloud environment. In addition, an ML-backed
model for verification of trust in cloud computing was proposed based on addressing research gaps to resolve the trust issues.
However, the QoS of cloud environment remains insufficient in this review due to lack of efficient scheduling.

Cloud computing security is further increased and ensured by implementing blockchain which provides security in a decentralized
manner. The security of cloud computing based on trust management with blockchain was reviewed in [25] by considering various
challenges faced by the traditional trust model (i.e., centralized model) such as high management overhead, single point of failure,
network congestion, etc., and provide future directions based on edge-based trust management and double blockchain in the cloud
computing environment. However, this review lacks QoS consideration. Several security challenges are identified and mitigated in
cloud computing to improve the security along with blockchain which was reviewed in [26]. The identified security threats include
data leakage, data tampering, data storage, and data intrusions in cloud computing environment. Based on the findings, several
future directions are provided based on improving the confidentiality and integrity of data. Table 1 illustrates the systemic study of
this literature survey.
Table 1 Systemic study of literature survey

Reference Date Topic Area Avrticle Number of
Type primary studies
[21] 2020 Security challenges in cloud computing SLR 12
[22] 2021 Opportunities and challenges in SLR 7
blockchain
[23] 2020 Investigation of fuzzy logic in cloud SLR 15
computing
[24] 2021 Trust management in cloud computing SLR 6
[25] 2021 Blockchain entrenched trust SLR 21
management in cloud computing
[26] 2021 Security risk and mitigation strategies in | SLR 5
cloud computing
[27] 2021 Enhancing SLA in SLA for cloud SLR 8
computing
[28] 2022 Job scheduling in cloud computing SLR 9
[29] 2021 Scheduling in cloud computing SLR 6
Our work | Security issues in cloud computing SLR 38
with integrated edge computing and
blockchain technology




The service level agreement (SLA) was used to ensure the relationship between the consumers and cloud service providers (CSP)
to improve the QoS. The review of QoS improvement in SLA by addressing various challenges and research gaps faced in the
existing works was performed in [27] to propose a model based on deep reinforcement learning with an enhanced agent with optimal
CSPs to increase the performance for achieving high QoS. However, QoS also includes security and efficient scheduling of tasks
which are not considered in this survey. In addition, this review does not include any future research directions.

The QoS and performance of cloud computing are enhanced by performing efficient job scheduling. In [28], the authors reviewed
the scheduling technique of jobs in cloud computing based on priority rule by evaluating the existing works and finding several
problems such as resource wastage, insufficient performance, etc. However, this review lack of consider the security during
scheduling of jobs in the cloud computing environment. The scheduling in cloud computing also consists of high efficiency in terms
of security awareness, cost, energy consumption, SLA maintenance, etc. Various previous methods performed scheduling based on
heuristic, meta-heuristic, and hybrid approaches. Various types of algorithms used in state-of-the-art methods for performing
efficient scheduling in cloud computing was reviewed in [29] and compare the strategies based on outcomes. In addition, open
challenges and future directions are highlighted by addressing the research gaps. Fig 4 illustrates the taxonomy of the existing
survey works.
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Fig. 4: Taxonomy of Related Surveys

4.0 RESEARCH METHOD

The objective of systematic literature review (SLR) is an explicit, reproducible, and systematic method for evaluating, finding,
investigating, and synthesizing the existing works related to cloud computing security and performance. It is an unbiased and fair
way for evaluating state-of-the-art methods. We conduct the SLR on cloud computing security with edge computing and their QoS
performance based on specific guidelines. This SLR study research method consists of several sub-sections which are described
below:

A. Valuable Research Questions

The major objective of this SLR is to validate the security concerns in cloud computing and edge computing based on trust and
blockchain along with the QoS performance due to efficient request scheduling. In addition, this research also concerns the strategies
applied for ensuring high security from the important existing works. In order to meet the SLR’s aim and objectives, three research
questions (RQ) are formulated which are described below:

e RQ1- What are the existing cloud computing security threats faced by the existing works and their counter measures?
e RQ2- How the edge computing increases the QoS of the cloud computing environment in terms of all aspects?
e RQ3- How blockchain technology provides security to cloud computing?



B. Search Methods

This sub-section mainly focused on keywords used for searching, electronic reference sources, and process of reference search. The
aforementioned processes are described briefly in the sub-sections which are as follows:

Q) Search Keywords

The strings and keywords used for searching are extracted from the generated research questions. In addition, it includes alternatives
and synonyms from the research questions. Further, similar keywords are taken from the related literature on security and QoS in
cloud and edge computing along with scheduling topics. The keywords used in this SLR are represented as follows:

“Cloud computing security” AND “QoS in cloud environment”, “Cloud computing security” AND/OR “trust-based secure cloud
models”, “Cloud computing security” AND “blockchain technology”, “Cloud computing security” AND/OR “scheduling in cloud

LEINNT3

computing”, “Cloud computing security” AND “edge computing in cloud environment”.
(i) Reference Electronic Sources

Reference papers search is performed from various popular electronic libraries. There are seven electronic databases such as Scopus,
IEEE Xplore, MDPI, Science Direct, Springer, Wiley, and Google Scholars. These digital libraries are the basic source for the
published topics related to the domain of computer science.

(iii) Reference Search Process

In order to retrieve suitable literature from various journals, books, and conferences related to this SLR we perform a search process
on several digital libraries. Based on this process, we retrieved 150 studies. Further, these studies are filtered for removing the
irrelevant references for selecting appropriate papers which are clearly described in the following sections.

C. Study Selection

The study selection is performed in three phases. The first phase is based on the title of the research study, the second phase is based
on the abstract of the corresponding research study, and the final phase is based on the full text of the research study. The inclusion
and exclusion criteria are derived after the second phase and based on these criteria study selection is performed in which the derived
criteria are described as follows. Table 2 denotes the numerical representation of inclusion and exclusion criteria.

Table 2: Numerical Representation of Inclusion and Exclusion Criteria

Database Papers retrieved After 1 phase After 2" phase After inclusion and
exclusion
Scopus 90 80 70 50
IEEE Xplore 60 40 20 13
Science Direct 30 20 16 9
Springer 25 15 15 9
MDPI 15 12 8 3
Google Scholar 10 8 5 3
Wiley 10 7 4 2
Q) Inclusion criteria

The study selection is performed by considering several inclusion criteria for selecting eligible studies which are sorted as follows,
e  Studies that discussed cloud computing and its security.
e Studies include blockchain technology in cloud computing.
e Research studies that include edge computing in secure cloud environment.
e Studies discussed the issues and challenges regarding cloud security.
e Studies performed scheduling of requests (i.e., task or job) regarding cloud computing QoS.
e  Studies that consider trust to ensure the cloud and SLA security.



(i) Exclusion Criteria

The study selection also considers several exclusion criteria which are excluded to select the appropriate research studies. The
exclusion criteria of this SLR are sorted as follows,
e Studies repeated once (i.e., duplicated studies)
Studies published before 2019.
Studies using blockchain technology without cloud computing domain.
Studies without focusing security on cloud computing environment.
Studies were published in other languages except for English.
Studies that do not support all three research questions.

(iii) Quality Assessment Criteria (QAC)

Based on the results of inclusion and exclusion criteria, we select 68 relevant papers. After selecting 68 studies, we perform QAC
to ensure the strength and quality of the selected studies. The checklist of QAC is designed based on the research questions with
respect to the corresponding domain area problems. The checklist questions mainly aim to filter the appropriate studies for including
them in this SLR. Here, the QAC is applied to select the relevant studies for the evidence in secure cloud computing, edge-cloud
environment, and cloud computing QoS. Several questions are proposed with feedback points ranging from 0 to 2 for selecting
suitable studies and the scores are determined based on the feedback answers. If the study scores 2 points, then it comes under good
quality papers, if it scores 1 point then it comes under normal quality papers, and if the study scores 0 then it comes under poor
quality papers. We include the studies in this SLR only if it gets 1 or 2 points. Finally, we include about 48 studies in this SLR after
performing QAC in which most of the research studies score 2 points and are collected from IEEE and Science Direct digital
libraries. The questions proposed for QAC are sorted as follows,

e Isthe research study about cloud computing security approach?
Does the research study focus on the problem area regarding security in cloud computing?
Is the research study focus on the QoS of cloud computing environment?
Does the research study include blockchain technology for secure cloud computing?
Does the research study include secure scheduling in cloud environment?
Does the research study include edge computing in cloud environment?

D. Data Synthesis

This sub-section aims to combine the shreds of evidence collected from the selected studies for answering the corresponding
research questions. In this SLR, data were extracted from the studies in terms of both quantitative and qualitative. Based on various
types of strategies, all the extracted data are synthesized. Data about the first and second research questions are synthesized with
respect to the narrative method based on cloud computing and its security, edge-cloud environment, QoS, and models for cloud
security. Whereas, the data about third research question are synthesized based on secure cloud environment based on blockchain
technology.

5.0 RESULTS AND DISCUSSION

This section provides the answers to the research questions in form of results and discussions. The existing works in cloud security,
their adopted technologies, and methods used are briefly illustrated in this section.

Research Questions:
A. What are the Existing Cloud Computing Security Threats Faced by the Existing Works and Their Counter-Measures?

The cloud computing technology provides services to the cloud users without any user management which is inevitable and robust
to high-scale operation. However, its vulnerability due to security constraints was a major concern. The data leakage in cloud
computing could cause severe security threats. Therefore, authentication plays a major role in cloud data security and provides
access controls. Hence in [30], biometric authentication scheme was introduced in which the biological information of the user such
as iris, palm print, and fingerprints are acquired and undergo several processes. The sender encrypts the data and uploads it to the
cloud server, in the same way, the receiver submits their biological information, gets decryption key, and decrypts the sender data.
However, the general biometric authentication scheme was easily tampered with by the attackers by impersonating the users. The
threats due to data sharing online were severe issues that degrade the QoS and impact user trust. So that, authors in [31] proposed



mutual authentication techniques by adopting machine learning and cryptographic algorithms. The machine learning algorithm
detects the security threat during agreement phase using voting ensemble method. Based on the successful key agreement, mutual
authentication is initiated by acquiring the security credentials. Once authenticated, the online data sharing was allowed between
servers using Elliptical curve cryptography (ECC) and Schorr’s signature algorithms.

The selection of appropriate cloud service providers (CSP) ensures the QoS of the cloud users in terms of cost-effective and highly
robust services. However, selecting the trusted CSP was still a challenge in cloud environments. Even though, the SLA agreements
build relationships among CSPs and cloud users. However, the SLA violation by some of the ambiguous CSPs is also a major
concern. The authors in [32], proposed a multi-criteria decision-making approach based on best and worst methods, and TOPSIS
was introduced. The reliable and trusted CSP was selected based on their integrity, reliability, trust, and policies. This work ensures
the QoS of the cloud users by enhancing the accountability, usability, security and privacy threats, financial, and performance. The
trust during the task scheduling needs to be ensured as the scheduling rules and certificates are issued by the third parties. The
selection of trusted CSP must be considered some elements such as availability, integrity, and confidentiality. The researchers in
[33], compute trust value of the CSP by utilizing genetic algorithms based on their availability of attributes, self-assessment,
reputation, and endorsement. Along with a cluttered system, intelligent rules are generated to predict the unknown events to improve
the user QoS. Based on the trust value and intelligent rules, users can select the optimal CSPs without any reluctance. Besides, task
scheduling for the cloud users also affects the QoS constraints as the task by non-trusted nodes are scheduled.

The resource-intensive tasks of the users are scheduled based on the trust value using fundamental trust management approach in
[34]. The trust values of the tasks are computed and the lively scheduler provokes task scheduling for the trusted nodes based on
the task constraints such as time, energy, and trust value. The trusted tasks are offloaded securely among the mobile clouds. The
researchers in [35], proposed machine learning-based trust evaluation model for e-commerce platforms. Quantitative trust
computing alters the qualitative trust computation model by adopting machine learning prediction of behavior methods.

The combination of trust assessment and reputation of CSP-based methods in [36] reduces the security threats by improving the
user QoS. The scheduling of big data services in the cloud environment was a vast task as it increases the utilization of resources to
peak. The big data platform includes Google cloud and their task in the medical environments are collected and analyzed.
Eventually, the trust of the scheduler plays a major part by considering the virtual machine trust value which reduces the QoS of
the users. To resolve this issue, the authors in [37], proposed a trust-based big data scheduling scheme based on three levels such
as trust of virtual machine, priority of task, and scheduler trust. The metaheuristic algorithm plays an invincible part in optimizing
the scheduling in cloud environments. However, the later metaheuristic algorithms for task scheduling optimize the scheduling but
lacks with considering security issues. To address this issue, three researchers in [38], adopt a fuzzy-based metaheuristic approach
named analogous squirrel search optimization algorithm. The reason for incorporating fuzzy rules is to interact with the network's
dynamic nature. The QoS of the cloud users was achieved by considering energy consumption, security issues, imbalance degree,
and time of makespan.

The demand-based cloud system was the emerging solution for cloud security. Regarding that, the virtual private clouds provide
secure storage and provisioning among the CSPs and cloud users [39]. In that, the tasks by the cloud users are considered jobs and
provided to the scheduler. The secure services initiated by the virtual private clouds eliminate the attacks. The integration of machine
learning methods and metaheuristic algorithms improves security and decreases the complexity during scheduling process. The
adoption of virtual private clouds was one of the key methods to compromising SLA and QoS. Group of researchers in [40],
proposed machine learning-based joint methods for cloud computing such as resource allocation, task scheduling, and security
constraints. The combined scheduling, resource allocation, and security approaches gained lot of attention from the different cloud
vendors as the demand by the stakeholders went high. The stakeholder aimed to reduce the cost by improving the security which
was addressed by combining lightweight authentication scheme, metaheuristics algorithm for task scheduling, and deep neural
network for resource allocation. The multi-cloud computing had faced lot of security threats as the multiple cloud vendors handle
highly resource-intensive tasks. The SLAs in the multi-cloud computing environment are highly violated which reduces the QoS of
the cloud users. The issue in multi-cloud environment was addressed in [41] by proposing a multi-round and matching algorithm.
The appropriate virtual machines are matched based on the user tasks and security constraints using metaheuristic algorithms.

Cloud computing needs a proactive attack detection mechanism that detects the attacks in advance using intrusion detection system
(IDS). The adoption of IDS in the cloud computing environment reduces the security threats. However, the semanticity of the
network traffic (i.e., same context information of normal and malicious data) bypasses the IDS. The issue due to semanticity was
addressed in [42] by proposing hybrid methods such as long short-term memory, convolutional neural networks, and support vector
machine. The accuracy of IDS-based attack detection was a major concern. For that, the authors in [43], adopted an ensemble
learning approach. Four classifiers are adopted such as RUS boosted, bagging tree, subspace discriminant, and boosted tree. The
final predictions were done by voting-based methods. The high data industrial system requires increased auditing scheme over the



untrusted cloud servers. The product consistency was audited periodically to attain the considerable QoS however, the security
issues were a major concern. At to end of this author in [44], proposed novel S-ACICS framework which supports the secure and

reliable experience for the cloud auditor. Table 3 represents the existing works in cloud computing security.

Table 3: Existing Cloud Computing Security Frameworks

Reference Security Measure Research Purpose Disadvantages
[31] Biometric authentication Cloud data security Encryption techniques were very
simple and easy to break
[32] Machine learning-based mutual Secure data transmission High complexity and easy to
authentication method impersonate
[33] MCDM and BWM methods Trusted CSP selection Increased SLA violation
[34] Genetic algorithm based security Trusted CSP selection Less Convergence and not enough
parameters for trusted CSP selection
[35] Fundamental trust management Secure task scheduling Lack of communication security
approach
[36] Machine learning based trust Malicious behavior prediction Poor QoS
evaluation
[37] Trust evaluation and reputation CSP selection Poor credibility
[38] Trust-based big data scheduling Secure task scheduling Highly time intensive
[39] Secure Fuzzy based Secure task scheduling Considering  inadequate  security
metaheuristic task scheduling metrics
optimization
[40] VPC Secure storage and High cost and easily vulnerable to
provisioning DoS attacks
[41] Machine learning-based secure Secure task scheduling and Poor QoS and SLA violation
joint resource allocation and resource allocation
scheduling
[42] Multi-round and multi-matching Reducing SLA violations in Poor security measures and QoS
algorithm multi-cloud environment
[43] Hybrid machine learning models Attack detection using IDS Lack of communication path security
[44] Ensemble machine learning IDS High complexity
model
[45] S-ACICS framework Secure cloud auditing Easily vulnerable to compromise
attacks

B. How the edge computing increases the QoS of the cloud computing environment in terms of all aspects?

Secure cloud computing is performed to increase the data security and performance of the application with high quality of service
(QoS). However, the QoS of the applications reduces due to various issues regarding complexity, latency, insufficient security, etc.
In order to overcome these issues, secure edge computing is introduced in the previous works.

Various cyber-attacks reduce cyber-security in the cloud-edge environment. In [45], the authors performed secure data sharing
to increase the cyber security by designing a multi-level trust model which consists of five levels such as fully trusted (FT), FT
cloud infrastructure provider (CIP), partially trusted (PT) collaborators (PTC), FTCIP-untrusted collaborators, PT, and non-trusted.
The trust level was selected by the data owner with appropriate cyber threat information (CTI) analysis using Homomorphic
encryption. In addition, the sanitization approach for the CTI data was performed by either cloud service provider (CSP) or edge
device based on the trust level. However, this infrastructure is large and complex and lack of efficient policy templates leads to low
security.

The edge-cloud environment is used to process the 10T data in real-time however, it increases the data leakage risk due to the
vulnerability of cloud and edge servers. Hence the authors in [46], a secure scheme was introduced to perform secure data search
and sharing in the collaborative edge-cloud storage (CECS). This scheme generates a private and public key pair and used the public
key encryption (PKE) technique for flexible and secure searching of data. The experimental analysis of this work shows that it has
a low computing cost which increases the performance thereby increasing the QoS.



In addition, the security is also reduced due to non-trusted storage between the devices and edge servers and insecure edge
computing that increases the security risks during the process of data storage. In order to overcome the above issues, trustworthy
architecture of storage in a distributed manner is implemented in [47] with reinforcement learning in the intelligent transportation
systems (ITS) along with Hadoop distributed file system (HDFS). This also increases the QoS by storing the data in the secure
storage dynamically with the help of reinforcement learning and trustworthiness. In addition, the space allocation of storage, and
resource scheduling were also improved by the proposed architecture. Here, the entities of ITS are authenticated by the protocol of
identity authentication to attain secure ITS access.

In [48], the security regarding the data which are stored in the cloud is increased by implementing an encryption technique as Edge
enabled Searchable lightweight Public-key Encryption (ESPE) in the I10T environment which was used by the 10T device to select
the nearby edge servers for achieving fast and secure computing. Whereas, the edge computing trust is evaluated in [49] using
capsule network based on multi-property technique. The elliptic curved cryptography system was established to ensure the existence
of identical trust. The trust property objective expression was established by considering the factors which affect the evaluation
property of trust in service applications or resource requests and the capsule network was used to evaluate the correlation between
objective trustworthiness prediction and the trust properties.

The security of the edge-cloud environment is ensured by performing authentication of the 10T devices which helps to integrate the
10T with cloud and edge computing technologies in a secure manner. However, the authentication protocol increases the complexity
when providing security against attacks that leads to low QoS. In order to overcome the aforementioned issue, lightweight
authentication protocol was implemented in [50] that increases the QoS in terms of security, time, and communication cost. Here,
the trust center was established in the edge layer which computes the trust value for each device during authentication.

More number of applications used the cloud-edge environment which increases the data in a rapid manner that leads to poor
data management due to centralized edge computing. In order to manage the data efficiently, collaborative and decentralized data
management was proposed in [51] to improve the overall performance of the mobile healthcare system. In addition, investigation
of secure uploading and data sharing was performed using incentive mechanism optimally based on Stackelberg game theory which
helps to perform decentralized trading of data.

The architectural models of the 10T, edge, and cloud computing used both on-premise and cloud resources by realizing everything
as a service (EAAS) However, it reduces the QoS in terms of cost, security, and performance. In order to overcome these issues,
cloud-edge formalization was proposed in [52] for the 1loT environment by deploying the application optimally. The overall cost
is reduced by implementing optimization strategy which consists of three various types of objectives based on application owner’s
particular goals such as reducing the overall cost of the solution, increasing the security score of the solution, and increasing the
solution’s quality with respect to the multi-criteria based objective function in terms of security and cost to improve the QoS
efficiently.

However, the allocation of resources faced various challenges regarding delay and security. In order to reduce the delay with high
security, resource allocation was computed based on optimization strategy in the edge-cloud computing of internet of health things
(1oHT) devices in [53] with high privacy protection. The requirement based on computation of the loHT devices were allocated to
edge computing and allocate the resources by considering energy consumption, computing, and communication delay. The security
of resource allocation is ensured by designing a model based on data privacy including instant messaging regarding the data leakage
in loHT.

In [54], distributed coded edge computing was performed to ensure security and efficiency using matrix multiplication for task
computation. Task allocation was performed using an efficient algorithm which was developed based on theoretical analysis and
scheme of coded computing was designed using the results of task allocation securely. However, edge-cloud environment
experiences some complexity due to heavyweight applications which reduce the QoS. In order to increase the QoS, partitioning of
application mechanism is implemented in [55] considering the security aspects based on healthcare applications using dynamic
partitioning of application-based secure task scheduling algorithm (DAPWTS) which also consists of mini-cut algorithm for secure
data migration during partitioning of application. This algorithm performs energy-efficient scheduling with high-security themes
by searching the edge-cloud node and also schedules the failures with low power to reduce the energy consumption thereby
improving the QoS.

Mobile devices in the environment compute resources for performing multiple tasks however, it increases the complexity which
was reduced by implementing task offloading from mobile devices to the edge nodes with high security in [56] using profit
maximization (PM) method. Designing the security model for time overhead measurement for every task and formulate the problem
of PM by considering the task deadline constraints and security issues. Finally, secure task execution was performed using PM
based genetic algorithm (GA-PM). Table 4 represents the existing works in edge-cloud computing security.



Table 4: Existing Cloud Computing Security Frameworks

Reference Security Measure Research Purpose Disadvantages
[47] Five-level trust model design Secure data sharing Insufficient security due to large and
complex infrastructure
[48] PKE technique Secure data search and Low QoS due to high time
sharing consumption for key pair generation
[49] Trustworthiness based on Secure storage Poor security due to insufficient
authentication protocol credentials for authentication
[50] ESPE-based secure computing Storing secure data Insufficient security due to lack of
considering the storage trust
[51] Trust evaluation with Elliptical | Evaluation of edge computing Poor QoS by high latency due to
curve cryptography (ECC) trust Elliptical curve cryptography (ECC)
nature
[52] Lightweight authentication Secure edge-cloud computing Poor security due to centralized edge
protocol environment server
[53] Trusted authorities with Data management with edge Poor scheduling due to insufficient
Stackelberg game theory-based server scheduling, secure parameters
data trading uploading, and data sharing
[54] Security policies Resource Allocation High latency during deployment of
optimal objective
[55] Instant messaging-based data Resource allocation Poor resource utilization
privacy design
[56] Coded computing design Task allocation Lack of considering priority leads to
reduce the QoS
[57] DAPWTS algorithm for Application partitioning and Poor performance due to low
providing security secure task scheduling convergence of obtaining optimal
results
[58] Design of security model based Task offloading Low performance due to high time
on GA-PM algorithm consumption for task offloading

C. How blockchain technology provides security to cloud computing?

Blockchain provides immutable security to cloud computing due to its transparency, integrity, confidentiality, and highly trusted
data access. Blockchain technology enhances cloud security by dropping the third-party involvement. Several research works adopt
blockchain, cloud computing, and edge computing to reduce the security issue and improve the data management capability.
Research work in [57], proposes a blockchain-based task scheduling in which the task scheduler was modeled by adopting
blockchain. The offloading was done among the inter could in which blockchain modules are offloaded. The blockchain validates
every schedule by introducing proof of schedule consensus.

The SLA violation due to unsecured data storage in cloud environment leads to high-security threats. Recently, the security of
Facebook and G-mail users was breached which leads to poor QoS for the Facebook and G-mail users. The research work in [58]
addressed the cloud privacy issues by adopting blockchain technology. The secure data outsourcing was done by utilizing hybrid
cryptographic algorithm named ECC-AES in which all users are provided with inimitable digital signature. With that digital
signature, the outsourcing data are stored in the blockchain as decentralized blocks. The cloud services in terms of data security in
the smart city environment posed various challenges in recent years. As the cloud user rate went high, there was a huge traffics
faced by the CSPs which leads to data privacy threats in the smart city cloud environment. To cope with the issues in the large-
scale environments, the authors in [59] proposed a blockchain-based distributed secure data transmission method in the all the cloud
service providers in the smart city environment are connected to the blockchain. The blockchain-connected CSPs validate the client
request and provide appropriate services. The secure data request was transmitted to cloud to user and vice versa in encrypted
manner.



Managing SLA in the dynamic cloud environment was a critical task as the client service are changing over time. Hence, the users
faced some QoS-related issues. Some of the real-time SLA management systems are often faced with single point of failure which
leads to SLA violation. Researchers in [60], proposed a dynamic SLA management method based on the dual-stage blockchain
method which includes dynamic SLAs change over different periods. In the first stage of dynamic SLA management, the services
are provisioned through smart contract-based methods while in second stage, the evaluation of smart contracts was done from an
objective function. Similarly, in [61], the SLA violations are addressed by adopting blockchain technology in which fewer
scalability and credibility issues are addressed. The adoption of blockchain technology for SLA monitoring improves the fault
tolerance and trust rate among CSPs and cloud users. In addition, blockchain technology maintains log data in its database which
maintains the violated SLAs and normal SLAs that are utilized in future cloud services for avoiding unwanted computations. Finally,
the results are evaluated and provided services to the end-users. The researchers in [62], enable the resilient data auditing method
by adopting blockchain technology. The large-scale environments are frequently demanding cloud services for data auditing
however, the flexibility and security issues are a major concern. The blockchain-based decentralized data auditing method was an
emergent solution that reduces the reliance on third-party auditors thus reducing the security threats. Further, the decentralized
nature of blockchain improves scalability as well.

Even though the blockchain technology provides security, resiliency, and data management to the cloud environment, the latency
issues faced by blockchain clouds were inevitable. So, cloud-edge computing platforms increase in demand. The combination of
those technologies (i.e., blockchain edge-cloud) provides latency-free services to the users thus improving the QoS. The
combination of cloud-edge could handle huge volume of data from the IoT. However, the security issues due to handling huge
numbers were not so efficient. The issue was addressed in [63], in which physical Unclonable (PUF) is utilized to authenticate the
10T devices and users. Here, blockchain technology was introduced to verify the 10T user and node registrations through smart
contracts and provides session keys for secure authentication. The researchers in the work [64] resolve the scalability issues and
single-point failure faced by the third-party trusted entity by proposing decentralized blockchain-based authentication in edge-cloud
environment. However, the anonymity of the users and service providers are major problem as the malicious attackers tamper with
them and gain access to the sensitive data which results in poor QoS and SLA violation issues. The decentralized blockchain
technology was utilized in this work in which every entity in the network (i.e., CSPs and edge servers) are uniquely identifiable to
blockchain. The respective edge servers gained access only if they are authenticated. Further, the services offered by the CSPs are
stored in the blockchain as transactions and also maintain in their database. This could resolve the anonymity and traceability issues.
From real-time application point of view, edge-cloud computing and blockchain technology expanded sparsely in vehicular
networks. This expansion paves the way for future automation which reduces the issues in road environments. However, due to the
large volume of the data, the management and security issues were greatly higher. Researchers in [65], addressed that issue by
proposing machine learning, optimization, and authentication techniques. The blockchain technology was used for authentication
in two tiers, one-time password was generated using machine learning techniques, and particle swarm optimization algorithm for
finding the secure and optimal CSPs.

The data caching and data trading gained less attention due to low latency services by the cloud computing as it limits with high
load and cost. The integration of blockchain and edge computing resolves this issue and provides latency-free services in terms of
trusted access to data, integrity, and confidentiality [66]. The data cache optimization was done by utilizing Quantum Particle
Swarm Algorithm (QPSO) in edge-cloud communications whereas the trust and security issues are addressed by integration of
blockchain technology.

The combination of secure storage and sharing method was proposed by researchers in [67]. The resource-constrained nature of 10T
devices leads to several security and management problems which were addressed by proposing unique private key method. Every
10T device is given with unique private key which was submitted to edge node. The edge node processes the data and performs
Homomorphic encryption. The appropriate service was provided to the users if their key was valid. The encrypted data was securely
uploaded to the cloud server. Although there are many techniques and technologies are introduced to improve the security of edge-
cloud and blockchain environments are lacks poor data management and privacy issues. To be more specific, the federated learning
approaches in the cloud environment compromise privacy and data management issues. The work in [68] incorporates blockchain-
based federated learning method in edge-cloud environment. The secure offloading was done between the edge servers and cloud
servers in which all information from the edge servers and periodically transmitted to the other edge servers. This kind of
transmission reduces the outdoor and indoor security attacks thereby improving the user QoS. Table 5 denotes the blockchain and
edge-aided existing cloud computing security frameworks.



Table 5: Blockchain-Edge-Cloud Security Frameworks

Reference Security Measure Research Purpose Disadvantages
[59] Blockchain-based task Task Scheduling Requires high time for transaction
scheduler mining
[60] Hybrid cryptographic algorithm Cloud privacy issues Limited with high encrypted data size
and easily breakable algebraic
conditions
[61] Blockchain-based distributed Cloud data security High latency issues which affect the
data transmission user QoS
[62] Dual-stage blockchain-based SLA management Security issues occur when the
SLA management method attacker impersonates
[63] Blockchain connected CSPs SLA monitoring Fewer scalability issues due to storing
in traditional fashion
[64] Secure decentralized Cloud data auditing Increased SLA violation
blockchain
[65] PUF-based authentication using Edge-Cloud security issues Limited processing of challenge-
blockchain response pairs
[66] Decentralized blockchain-based Trust issues in edge-cloud Poor communication path security
authentication environments
[67] Artificial intelligence-based Security issues in vehicular Less convergence and lack of trust
blockchain authentication edge cloud environment metrics
[68] Optimization and blockchain Secure data trading in edge- Lack of security constraints in
techniques cloud environment selecting optimal buyer and seller
[69] Blockchain and Homomorphic | Secure storage and secure data Limited with poor performance as it
encryption techniques transmission used Homomorphic encryption
[70] Federated learning and Secure data offloading Highly wvulnerable to poisoning
blockchain attacks which affect the QoS

6.0 FUTURE WORK

From the aforementioned sections, this SLR reviews the cloud computing security including edge and blockchain with high QoS
based on schedule from all the security-related techniques and its research gaps. Based on the research gaps, this section describes
the future research directions to improve the security and QoS in cloud computing environments which are described as follows:

1.

In cloud computing environment, security is ensured by implementing cryptographic techniques for storing and securely
sharing the data. However, it takes high time consumption which increases the computational utility. In order to increase the
security without compromising the efficiency, cryptographic techniques must be developed to increase the security of cloud
computing environments with high QoS.

Blockchain is used in most works to enhance the security of the cloud computing environment in a decentralized manner. In
addition, trust evaluation, and authentication are also performed along with blockchain for achieving high security. However,
all the existing state-of-the-art methods do not focus on QoS while providing security. The QoS of cloud computing affects
due to high mining time of blockchain. This issue can be overcome by constructing the blockchain-based on any linear structure
to reduce the mining time which will increase the QoS without compromising the security. In blockchain the operation
mechanism i.e., consensus mechanism also occurs major issue in the applications of blockchain. Such issues remain unsolved
in blockchain such as how to identify the issues regarding security due to attacks, forged transactions, etc.

In order to increase the QoS scheduling of resources and tasks are performed in several works by implementing various
scheduling algorithms to avoid overhead and efficient utilization of resources without any wastage. However, the workload is
dynamically changed in the cloud computing environment so, the scheduling of resources must adapt large scalable
environment with high flexibility. In addition, during resource scheduling, the SLA lacks security due to various violations so,
the violation detection in SLA must perform efficiently during scheduling.

Edge computing is implemented with cloud computing to form an edge-cloud environment to enhance the QoS. Some works
provide security in the edge-cloud environment regarding data sharing and storage. However, the QoS is affected due to
heterogeneity nature of the environment with large scalability which reduces the QoS so, the heterogeneity nature is focused
on and implements effective secure workload migration to improve the QoS with high security. In addition to that, the
legitimacy of edge severs should also ensure through authentication to prevent from server side injection attacks.



The performance of cloud computing environment is increased due to edge computing however, numerous tasks from the consumers
reduce the performance. Implementing numerous micro services based on containerization in the edge-cloud environment increases
the performance thereby increasing the QoS of cloud computing. In addition, container security is also focused to ensure the cloud
computing security with high QoS.

7.0 CONCLUSION

Cloud services plays a vital role in corporate life in recent days which brings opportunities for accelerating the business
organizations based on their ability and resources. In this SLR, we reviewed numerous research papers based on various
frameworks, approaches, models, and methods regarding a secure cloud computing topic which also includes the threats and security
strategies to increase the security along with trust evaluation, authentication protocol, and implementation of blockchain technology.
In addition, edge computing and blockchain combined with cloud computing studies is also reviewed in terms of secure data storage
and QoS performance of the cloud environment to improve the QoS and security in cloud computing environment. In addition, edge
computing combined with cloud computing studies is also reviewed in terms of QoS performance of the cloud environment to
improve the QoS in cloud computing environment. The incorporation of blockchain in cloud computing allow for better data
security, improved system interoperability, decentralization and much more. Several survey papers are also reviewed based on
secure cloud computing. We addressed various research gaps regarding high-security risks and QoS performance in which security
risks are based on data leakage and tampering during data sharing and storage in cloud computing environment. Whereas, the QoS
performance is based on high cost, high time consumption, poor resource utilization, poor scheduling, and workload adaptive nature.
Trustworthiness of the consumers, SLA security, outsourcing of data, and its corresponding issues are the major challenges that are
addressed in this SLR. Based on the research gaps addressed in terms of security and QoS, several future directions are included in
this SLR.
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