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ABSTRACT

The use of blockchain technology in the financial contract management system leads many challenges for user
authentication and key distribution. In traditional financial system, the core endeavor with strong letter of
guarantee play an irreplaceable role in the supply chain management. In this context, fraud in financial contract
management is severe problem for economical growth. To overcome the problems of the conventional transaction
process, in this paper, we develop a user access control and key management scheme that uses blockchain
decentralized network to manage the letter of guarantee. This decentralized network platform can helps the problem
of no trust among the users, improves the efficiency of data transmission, reduces costs, and provides better
financial services to the relevant parties in the supply chain. The proposed user authentication is developed based
on the deterministic encryption algorithm to achieve decentralized security for trusted data transmission. Finally,
the experimental results shows that the computation cost of the proposed authentication increases due to the rising
of number of customer added to the blockchain network. Overall the proposed authentication scheme most suitable
for banking system to issue the LoG contract in right time.

Keywords: Financial System, Letter of Guarantee, Blockchain Technology, Security, User Authentication
1.0 INTRODUCTION

Blockchain is a growing technology for financial systems and network transactions [1]. The rapid development of
blockchain technology, a large number of user documents are needs to integrate with bank system, and the amount
of network traffic to be tremendously high. On the other hand, with the rising of network traffic load on centralized
systems required huge resources for the conventional network organization and data storage. Even without the
consideration of the system cost and manpower, the centralized network server could be the restricted access of the
complete system. Once the central network server fails, it will affect the whole network. It could be challenging task
for different service providers to guarantee system interoperability and security among network nodes belonging to
various service providers.

The blockchain technology is integrated with financial system; it can bring countless promise to the various system
applications [2]. When millions of smart grids need to transact with each other, the conventional centralized network
model may pace the huge traffic and increase the computation cost. Therefore, the next generation of banking
system required decentralization network with distributed system organization and data storage. However, the
system implemented through the decentralized network must have high security requirements.

Blockchain security model seems to be a powerful mechanism to provide trusted transaction for a decentralized
system. This is a technology comes from the digital cryptocurrency to represents Bitcoin interaction approach,
which was introduced in 2008 [3]. The merit of blockchain technology is decentralization, and it can perform user-
to-user interactions, management and association without any centralized support. It can adopt multiple security
mechanisms such as encryption, third party authentication, multi-agent, and financial incentives. The Blockchain
model can able to solve the real time security problem in digital world such as high costs, manpower, inefficiency,
and centralized data storage. With the advance development and rapid growth of decentralized security in recent
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times, blockchain mechanism research has been provoked to develop rapidly, which is viewed as the fifth disruptive
modernization of the computing standard for user transactions [4].

Blockchains have been successfully implemented to following applications:

= Smart contracts [5]: the blockchain has been implemented for trusted computing and software sharing in
smart contracts. The security of distributed computing in smart contacts relies on blockchain.

= Public Key Infrastructure (PKI) [6]: A distributed PKI model implemented for the Certcoin. In this
infrastructure provide the bitcoin assurance and ensures individuality preservation.

= Cloud storage: A peer-to-peer storage system integrated with the MetaDisk [7] network. This cloud storage
uses a decentralized blockchain network for secure communication.

= Anti-counterfeiting technology [8]: In this model a Blockverify mechanism is supported to provided secure
network for the pharmaceutical, luxury goods and electronics industries.

= Domain Name Server [9]: The advance of decentralized backchain provided secure and privacy based
domain server avoids the censorship in the system.

= Decentralized 10T [10]: A blockchain based 10T offers a decentralized security and used to maintain the
public ledger.

Blockchain infrastructure is the emergent block of future generation crypto computing, and it is expected to entirely
restyle human common actions, and reach the revolution of banking systems. Generally, blockchain technologies
have been applied for various applications, for example, using hash encryption model to verify and store data. Then,
the stored data are updated using consensus algorithm. Finally, the algorithm generates the script code for each node
in the decentralized network. Blockchain presents a new decentralized and secure model for computing paradigm.

Since, the banking system needs to improve system quality in terms data storage, network management, intelligence,
accuracy and security. This is possible through the integration of Blockchain and the bank infrastructure.
Particularly for financial, because the network communication between node to node or server to node is unbalanced
or may not be secure. Therefore, it is necessary to design the blockchain based user authentication for baking
system.

In this paper, the blockchain for letter of guarantee in financial management is described in detail. Based on the
infrastructure of banking system, we proposed a blockchain based user authentication for LoG. We also analyzed its
performance through various design metrics.

The rest of the paper is organized as follows: Section Il reviews the related to blockchin for financial management,
Section 11 presents the design architecture of the Blockchains in banking system; Section 1V discusses the user
authentication of the proposed blockchain for letter of guarantee in banking infrastructure; Section V describes
performance metrics comparison of proposed work with other state-of-literatures; and Section VI reaches our
conclusions.

20 RELATED WORK ON BLOCKCHAIN FUNDAMENTALS

Bitcoin was first introduced in 2009 based on Blockchain technology. This is the first virtual electronic cash, which
is transfer between peer-to-peer networks. Approximately, 28.5 million electronic wallets are transferred in bitcoin
network [11]. The specialty of Blockchain technology performs efficient transactions without the need of centralized
trust authority system. These coin exchanges are stored in a ledger which is controlled by a set of peers, like a
decentralized peer-to-peer network [12]. Blockchain technology performs encryption based network verification
before approving the coin exchange to ensure the security. The main advantage of Blockchain is the decentralized
network, which is implemented such a way that no trust is needed. The security and reliability of these peer-to-peer
networks are encrypted by mathematical equations [13]. Previously, the Blockchain networks mostly implemented
for cryptocurrency transactions. The advance security in Blockchain allows the researcher to utilize this technology
for other domain applications such as healthcare, 10T, etc.

The term blockchain is the distributed ledge technology based security model has gained it dominance to various
field such as medical data, government ledge, and trading industries etc. the blockchain has already showcased its
importance to handle major security problems to the all major fields like system security, accountability,
transparency and cost. Every industry has brought blockchain security model to maintained ledge and improving the
security of industry function.
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Based on the nature of the application, Blockchain technology can be classified into three models:

= Public blockchain model
=  Private blockchain model
= Consortium blockchain model

A) Public Blockchain

Public Blockchain, as the name implies, is open to the public and has no limitations on who can participate or be a
node operator. No one has full control over the network on a public blockchain. Because a single person cannot
modify the Blockchain, this assures data protection and immutability.

Public Blockchains are known to be fully decentralized because the authority on the Blockchain is evenly spread
across each node in the network. Bitcoin, Ethereum, and Litecoin are all examples of cryptocurrencies that utilize
public blockchains.

B) Private Blockchain

Who can access and participate in transactions and authentication on a Private Blockchain (also known as
Permissioned Blockchain) is limited. The Blockchain can only be accessed by pre-approved organizations. These
entities are selected by the relevant authority and granted authorization by the Blockchain developers throughout the
development of the Blockchain application. If rights are needed to be granted to new users or revoked from an
existing user, the Network Administrator can handle it.

C) Consortium Blockchain

Some nodes govern the consensus mechanism in Consortium Blockchain, while others may be authorised to
participate in transactions. Consortium Blockchain is kind of a cross between public and private blockchains. It is
public because different nodes share the Blockchain, and it is private because the nodes that can access the
Blockchain are limited. As a result, it is both public and private. [14].

Crypto Blockchain: Instead of cash/cashless based money transactions, this will allows virtual cash transfer using
crypto blockchain model. The crypto currency transaction only transfers the information data regarding the amount
of money. These types of transactions are public blockchain based model to improve security and transparency. In
these networks are decentralized to improve the security of each user associated with nodes. Mathematical models
are applied to ensure the transparency of each node as well as currency transactions [15].

Business Blockchain: The blockchain technology is introduced for business related industrial operation
management for device productions. Compared to previous models, this method provides secure contract blockchain
for variety of business transaction. This secured system monitors the activities of ubiquitous devices, industrial
production in real-time and financial data transfer [16]. The business blockchain model uses private or permissioned
model. This will ensure the secure delivery and block system creation.

A permissioned blockchain model has been implemented for different business network with use of hyperledge [17].
This model developed for the Fabric [18] business frameworks. Depending on the nature of business the variety of
frameworks and consensus algorithm [19] are introduced for developing hyperledge. Generarally, the hyperledger
structure is the basement for the blockchain model to solve decentralized related security problems [20]. The generic
architecture of permissioned Blockchain is shown in Figure 1. Blockchain architecture is created using peers
interconnections and these peers are independent systems. Here the blockchain models are responsible for security
of transactions and preserve the distributed ledger. Security and data maintains are entirely depends on the chain
code which must be installed on each peer systems. Basically, chain code is a hash programming to define the
secure transactions between peers. This secures transactions codes are stored back into the common ledger which is
also integrated with peers. The modified chain code consist the following details of peers, i.e., lot timeout
configuration and Membership Service Provider (MSP).
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3.0 BLOCKCHAIN FOR FINANCIAL MANAGEMENT

A letter of guarantee (LoG) is an agreement bond generated by a bank on behalf of one of their clients who has
engaged into a deal with a supplier to goods or services. Even if the bank clients defaults, the LoG assure the
provider supplier know that they will receive payment. A LoG can only be obtained if the client applies for it.

The LoG application process can be transformed by using blockchain technology to make it totally paperless,
electronic, and transparent. Because the blockchain environment is secured by permissioned peer to peer network,
which includes respectable banking institutions and this transparency remove fraud and forgery. This results in a
highly secure framework for data writing and retrieval, and also provides storage for network transaction which is
irreversible, auditable record. Blockchain based LoG ledger is not controlled by a central organization.

MSP

orderer

Fig. 1: Peer-to-Peer Communication in Permissioned Blockchain.

Banking systems that are heavily depend on paper, particularly those that involve back-and-forth agreements
between clients, are ideal candidates for digitization and blockchain. The paper-based operations in the banking
systems are associated with the risk of fraud, this leads for blockchain even stronger [21], [22], [23], [24], [25]. The
bank guarantee, often known as a letter of guarantee, is one such an instrument.

The financial institution guarantees make it easier to do business by establishing confidence between two clients,
such as a vendor and a goods buyer or a property-owner and a renter. If the buyer or the renter fails to make
payment, the financial institution assurances that the recipient will be reimbursed. A LoG also covers performance,
ensuring that the recipient is protected in the event that the other client fails to deliver a product [26], [27], [28].

While the idea of a bank agreement is regular across the business, the implementation is anything but each banks
have their own set of rules, forms and procedures. Before achieving an agreement, there may be several drafts and
consultations, and if adjustments are needed, the entire process must be repeated. Overall, the bank guarantee of one
page bond can take up to a month.

Regulating and digitizing the complete paper work and introducing a blockchain technology for letter of guarantee
can improve the following:

=  Peerto peer communication with streamline
= Avoiding the costs of photocopy, circulating, and exchanging LoG documents
= Eliminate the risk of data error and manipulation of documents

65
Malaysian Journal of Computer Science. Data Analytics, Healthcare Systems and FinTech Special Issue 1/2022



Blockchain-Based Decentralized User Authentication Scheme for Letter Of Guarantee in
Financial Contract Management. pp., 62-73

= Transparent process with decentralized control
Limitation of letter of guarantee

Bank fee: A letter of guarantee process includes the extra cost to business. All banking system are charging a fee for
giving LoG service and it will be modified if the clients wanted to add extra features. This leads additional burden
for small and medium scale clients.

Messaging Fees: All banking system uses the software based intra network for transmitting messages. This increase
the charges based on the size, type of data. Intra network data transfer is time consuming process with less security.
Risk of Misuse: A letter of guarantee some time creates data manipulation risk to the distributor. Without knowing
this issue the bank has to release payment to the retailer. Hence it can create manipulation of goods services which is
different from the actual cost.

Currency Risk: A letter of guarantee comes with the currency transfer risk of forex. This should be varied up on
the trading of currency in the global market. There will be some variation in the overall cost of LoG than actual
transfer cost.

4.0 PROPOSED DETERMINISTIC ENCRYPTION ALGORITHM BASED DECENTRALIZED USER
AUTHENTICATION SCHEME FOR LETTER OF GUARANTEE

This section discusses the proposed decentralized architecture and user authentication scheme for Letter of
Guarantee in detail. The developed decentralized network for the banking system employs a deterministic
encryption algorithm based user authentication of LoG [29]. The proposed system eliminates the paper based LoG
transfer between different entities and also reduces the overall cost. Hence, our proposed user authentication scheme
improves the system security, efficiency and reduces the computational overhead.

A. System Architecture

Deterministic encryption algorithm based decentralized user authentication scheme for financial management
network is shown in Figure 2. The proposed blockchain based decentralized network consists of four entities namely
Buyer, LoG issuing bank, LoG advising bank, and seller.

The buyer is customer to get letter of guarantee from issuing bank. Buyer is the responsible trader for repaying
amount to the seller. The duty of LoG issuing bank is to maintain the records of both the buyer and seller. LoG
issuing bank is also to take full responsible for buyer regarding to proper transfer of funds. Advising bank is one
entity to acts as a brokerage between seller and LoG bank issuing. In this matter, the LoG advising bank is
responsible for the proper release of fund transfer to the seller. Seller is the responsible distributor for delivering
goods to the buyer. There is a smart contract between buyer, seller, Issuing bank and advising bank. In this process,
we proposed decentralized user authentication scheme for LoG. Because all the record available in the LoG with
high security.
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Smart
Contract

Fig. 2: Decentralized user authentication scheme for financial management network.

The proposed scheme includes all entities to the smart contract in order to create agreement between seller and
buyer. Hence, the letter of guarantee provides the complete details of smart contract with high security. The
following section presents the Deterministic encryption algorithm [31] based decentralized user authentication
scheme for LoG using blockchain technology.

B. User authentication phase

A detailed description of user authentication scheme presents in this section. There are several processes to be
followed by seller and buyer, before added to smart contract. First process is to create user authentication for
customer using deterministic encryption algorithm. The pseudo code for proposed user authentication model is
shown in Table 1.

Table 1: Deterministic Encryption Algorithm (DET) for User Authentication

Deterministic Encryption Algorithm (DEA) for User Privacy

Input data: User ID (UIDi), DEA_Cipher, DEA_Password
Output: The user selection result

1. for i=0to N-1 do

2. selection_result.add(UIDJi]);

3. if UID[i]= DET_cipher in DET_Password then

4. selection result.add(DET _cipher);

5. return the selection_result;

Authentication phase is started with the input data such as user ID, Cipher text and password. Then user account
created with help of algorithm. In this step the proposed algorithm is used to encrypt the user account and also
provide the password for access. This process will be followed whenever the system wants to create new account.
Hence, each customer has its own password for user authentication. This gives two factor authentications for LoG as
well as financial institutions.

The customer records are encrypted using algorithm and then it is added to the blockchain network. In this smart
contract the banking system uses the permissioned blockchain network for their control of security and also avoids
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the data loss. Hence, the buyer and seller access the smart contract through user authentication and the permissioned
blockchain model gives the authorization via proof of work.

C) Key Management and Authorization Phase:

Whenever a registered customer wants to communicate with banking system corresponding to the same blockchain
network, it requires encryption keys for the secure data transmission. For that, deterministic encryption algorithm
generates a cipher text. Then it encrypts the customer password using public key of the smart contract to which it
belongs. It also sends the proof of work with the above customer details for authorizing itself to the blockchain
network. The permissioned blockchain based banking systems generate the N number of public key/private key
pairs and the hash values using the proof of work. At the same time, the bank issues a transaction to the customer to
store hash value, the current timestamp and validity of key. Once the transaction is authorized by all user of the
network such as LoG issuing bank and LoG advising bank, bank encrypts the private and public key set and signs
LoG, then transfer to customer.

5.0 PERFORMANCE EVALUATIONS

To evaluate the performance of proposed user authentication for LoG we compared security measures with other
blockchain models. In order to overcome the security issues of blockchain-based user authentication, we propose to
merge banking system and customer records to authenticate user login. In the decentralized user authentication
scheme proposed to enhance the privacy of customer details. The main reason to introduce deterministic encryption
algorithm based user authentication for banking system is to eliminate the security attacks.

In order to measure the effectiveness and security of the proposed decentralized user authentication scheme for LoG,
in this section, we compared the common security necessities and attacks in financial applications with existing
schemes. The security comparisons of different scheme results are shown in Table 2. Our proposed user
authentication for LoG is more comprehensive in terms of security.

Table 2: Comparison of Various security models in Blockchain

Parameters Ref[17] | Ref[18] | Ref[19] | Ref[20] | Proposed
User Privacy

v v v v
DoS

v v v v
Scalability

v v v v
Sybil

v v v v
User Authentication

v v v

Decentralization

v v v v v

In this section we analysis the performance of user authentication for LoG based on the computation cost, average
transaction time and throughput. In banking system, the determination of customer verification depends on the
output of user authentication. In this experiment, the system evaluates the computation cost of deterministic
encryption algorithm when the number of customers is fixed as 50.
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Fig. 3: Computation time of user authentication when number of customer is 50.

The proposed smart contract system repeats this test 10 cycles and final evaluation results are shown in Figure 3.
From the result, banking system observing that as the number of customer added, the computation cost will be
increased.

In banking system, the customer transaction will be submitted to the permissioned blockchain network. To get the
average transaction time of customer transactions and throughput within a specific time period, we evaluate the
timing of transaction latency and throughput with fixed number of customer. For this experimental test, we evaluate
the results with the number of customer is set to 10 and 20 respectively. From figure 4, 5, 6 and 7, we conclude that
when the number of customer increases then the average transaction time is uptrend and throughput is in downtrend.
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Fig. 4: Average transaction latency test results when N = 10.
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Finally, the experimental results shows that the computation cost of the proposed authentication increases due to the
rising of number of customer added to the blockchain network. Overall the proposed authentication scheme most
suitable for banking system to issue the LoG contract in right time.

6.0 CONCLUSION

In this paper we proposed a decentralized user authentication scheme for letter of guarantee using blockchain-
technology for banking system that reduces the costs of the transaction, and eliminates the need of paper to manage
the customer records in the system. The proposed deterministic encryption algorithm based user authentication
improves the security in the system and also conducts dynamic updates of public/private key pair of customers over
time. Further, we develop a balockchain based proof of work to verify the customer details before signs to LoG
contracts. Specifically, the LoG contracts implementation process employed a series of authentication steps and
authorization that served to improve the system’s applicability to a dynamic environment and to overcome the
drawbacks of previously proposed schemes. We have addressed the benefits of user authentication with blockchain
technology for banking system. Compared with other mechanism, our user authentication based blockchain model
provides the better security in terms of decentralization, scalability, DoS and privacy.
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