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ABSTRACT

Distributed Embedded Real-Time Systems (DERTS) consists of hundreds of interconnected devices, typically small
and wirelessly-connected, which are designed to work for a long period of time. The massive interconnection of
devices and the usage of heterogeneous languages, operating platforms and data standards make DERTS a
competitive and complex system. In addition, the DERTS program is setting a trend of moving away from
centralized, high-cost products towards lower cost and high volume products. In this regard, there is nothing more
natural than considering the use of Service Oriented Architecture (SOA) to assist in the development of DERTS.
This is because SOA enables different devices to exchange data regardless of issues of complexity. Moreover,
context-awareness, which is widely studied for DERTS, also plays an important role for effective communication
among devices. Thus, to build service-based DERTS while managing the complexity, context-aware ontologies are
the best solution. In this paper, we developed a context-aware ontology for DERTS which is known as
ConOntDERTS. To evaluate ConOntDERTS, we used two methods. In the first method, a criteria-based ontology
evaluation was used; while in the second method, a survey was conducted to show that the results produced by
ConOntDERTS were almost the same as human perception. Results of the evaluation show the consistency and
feasibility of our ontology and the statistical test results show that ConOntDERTS ontology can produce consistent
results with human perception.

Keywords:  Context-Aware Ontology; Distributed Embedded Real-Time Systems; Context Knowledge
Management; Semantic Web Services Discovery.

1.0 INTRODUCTION

Distributed Embedded Real-Time Systems (DERTS) are typically small and wirelessly connected devices designed
to work for a long period of time [1, 45, 46, 47, 48, 49, 50, 51, 62]. The DERTS system is quite different from
traditional distributed systems as they interconnect hundreds of devices. With the advancement of the electronic
world, particularly in the field of microprocessor technology, DERTS are becoming popular and have recently been
as widely used in industry as mobile phones. Over the past decade, two major trends have been observed in the
embedded devices world: firstly, hardware is becoming smaller, cheaper and more powerful; and secondly, the
software industry is moving towards service-oriented integration technologies [2]. According to the Internet of
Things (IoT) vision [3], the majority of devices will soon have communication and computation capabilities. These
will be used to connect, interact and cooperate with their surrounding environment. The massive interconnection of
devices and the usage of different languages, data standards and operating platforms make DERTS both competitive
and complex. In this regard, there is nothing more natural than considering the use of Service Oriented Architecture
(SOA) for the development of DERTS. SOA, which is an advanced methodology, can be used for the development
of loosely-coupled, flexible, distributed and cost-effective applications for the dynamic environments of DERTS.
SOA enables different applications to exchange data and participate in different processes regardless of the
complexity of the applications. SOA provides a standard approach for the development of an application in which
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heterogeneously-programmed and operating platform components can work together through exposing their
functionalities as services.

Ontologies have been determined as an important tool for context modeling in relation to integration, sharing and
reuse of context knowledge from distributed and heterogeneous sources of information [5, 6]. Moreover, context-
aware ontologies provide a communal model of information-sharing as well as a language for defining constraints
on the shared information; hence, reducing both cost and the possibility of redundancy in context-sensing. However,
to facilitate the automatic reasoning, dynamic nature of devices should be considered. Therefore, in this research
work, we developed a DERTS context ontology which defines the formal specification (axioms) of the concepts to
enable flawless exchange of information and knowledge discovery.

For the last two decades, researchers have considered the concept of context-awareness in relation to enhancing
human-computer interaction by providing applications with context information [7, 8, 9]; while in recent years,
context-aware ontologies have been playing an important role in DERTS computing. Context-aware ontologies have
emerged as an important tool for context modeling by which to integrate, share and reuse context knowledge from
distributed and heterogeneous sources of information [5, 15]. Building context-aware DERTS for context reasoning
and knowledge-sharing is difficult and costly without the proper support of context-aware ontologies. Context-aware
ontologies play an important role in real-time computing and in real world live data, where context changes take
place rapidly. In such situations, context can enable systems to be adapted and provide accurate results to the user in
a precise way. However, context information of the object may have different representations [4], which make it
difficult to interpret. In such situations, context-aware ontologies are the best solutions for representing domain
knowledge in an application-independent way. In order to use context information effectively, the context
information should be presented in an unambiguous way and the dynamic nature of the embedded real-time systems
should be considered so that other systems may process the information and perform reasoning automatically. In this
regard, the developed ConOntDERTS ontology eliminates the terminology heterogeneity and enables the use of
reasoning tools for knowledge discovery. In this paper, ConOntDERTS is used to facilitate the effective semantic
matching of resource requests and advertisements in the dynamic environment of DERTS. To check the
effectiveness of ConOntDERTS, we developed a questionnaire and submitted it to the domain experts. We then
compared the results produced through ConOntDERTS with the results obtained through the questionnaire. The
comparative evaluation shows the effectiveness of ConOntDERTS, while the rest of the detail is provided in Section
5.

The remaining paper is organized as follows: Section 2 presents the background and related works. In Section 3,
DERTS context requirements and ontology development methodologies are discussed. Section 4 provides the detail
of ontology construction while Sections 5 and 6 give ontology evaluation details. Finally, the overall conclusions
and suggestions for future work were presented in Section 7.

2.0 BACKGROUND AND RELATED WORK

In computer science, an ontology is a software artifact [10] which allows the introduction of mechanisms for
automatic reasoning, aiming at reducing conceptual and terminological confusion so as to improve communication,
sharing, interoperability and the degree of possible reuse. The major advantages of ontologies are described in [11]:
Ontologies can help a designer to increase the quality of conceptual analysis, the use and maintainability of the
system, and the reuse and sharing of domain knowledge by using a common vocabulary across heterogeneous
software platforms [11]. Ontology development is an iterative process. An ontology can be built either from scratch
(through the re-engineering of other existing ontologies) or by a process of ontology merging. At the end of each
iteration, the ontology is evaluated using either an application or problem-solving methods or by discussing it with
the domain experts and then revised if needed.

Context-awareness, which is closely related to embedded systems [24], deals with the parameters of objects like
location, time, role, state, user identity and device capabilities [60 - 62]. According to [16], context can be
interpreted as follows: “Context is any information that can be used to characterize the situation of an entity. An
entity is a person, place, or object that is considered relevant to the interaction between a user and an application,
including the user and applications themselves.” Context information is very broad and highly interrelated which
makes it difficult to interpret and reuse. Context information plays an important role in the delivery of correct
service and it can be considered a specific kind of knowledge which can be modeled with the help of ontology.
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Context-aware ontology, by providing formal semantics to context knowledge, supports the sharing and integration
of context information.

A formal context of languages for representing and reasoning the context knowledge based on the relationships
among facts has remained a hot topic of research since the last decade. During that time, different semantic
matching approaches have been proposed. These approaches have addressed many limitations of traditional
techniques where an overview of these techniques is presented below.

The approach proposed by Chen [13] is based on a standard ontology known as SOUPA (Standard Ontology for
Ubiquitous and Pervasive Applications), which is used for knowledge-sharing and context reasoning to achieve
interoperability among agents in the Context Broker Architecture (CoBrA). The author has used FOAF, DAMLtime
and spatial ontology along with the OpenGIS vocabularies to make it a part of ontology and has focused on ontology
extension as well. Strimpakou [14] presents a generic ontology called COMANTO (COntext Management
oNTOlogy) for the support of sharing and synchronization of the context knowledge. This ontology classifies
context into smaller dimensions including time, service, person, preference and place. The ontology (hybrid context
modelling approach to handle context objects and context knowledge) is used to collect a structured semantic
representation relating to generic context information. COMANTO provides an expressive formal model, however
its drawback is that it cannot delete useless contexts. The Aspect-Scale-Context (ASC) model [6] is an ontology-
based context model which is implemented through Context Ontology Language (CoOL) and is based on three
different ontology languages (OWL, DAMLAOIL, and F-Logic). This model provides a general way to view context
where each category of the context can be seen as a scale of one dimension or measurement unit, and the context as
the exact value (scales such as a kilometre scale or mile scale to express some context information like 20) is
missing. Mapping functions of the ontology are used to convert context information from one scale to another.
CONON is a context model proposed by [17] which is based on the idea of ASC/CoOL approach. It is a two-layered
ontology where at the upper layer of the ontology, high level contexts such as location, person and activity have
been presented while at the lower layer, a domain-dependent abstraction has been presented. The CAS-mine
framework [18] efficiently extracts generalized association rules from user context data and the requested service
allows service providers to personalize their services. Tan et al. [19] have proposed a general context ontology
called SOCOM (multi Sensor Oriented COntext Model). SOCOM provides a detailed view of the relationships
between the sensor and the context by exploring the characteristics of different sensors being used in a context-
aware computing environment. SOCOM discusses the general context knowledge of sensors and how to use this
knowledge in the middleware. CoDaMoS [20, 21] is a two-layered context model based on general ontology which
seeks to describe contexts in terms of fine-grained facts and higher level situations which denote logical conditions.
The notion of mobile services seems to be beyond the scope of this context model. This model does not offer any
explicit ways by which to limit the number of expressible contexts resulting in service discovery limitations.
Moreover, multidimensional context space is not represented in a proper way resulting in difficulty relating the
relevant data to the specific context. In CoBrA [22], the context is represented as a Context Knowledge Base [23],
while the presence of a Context Broker makes this approach perfectly suited for context-sharing and context
reasoning. During the application of CoBrA for information tailoring, the authors felt that ontologies should be
enriched in order to make a Context Knowledge Base more effective. They aim at defining a set of context
reasoning rules for describing and combining the context of various components. Moreover, CoBrA has not focused
very much on services along with their related aspects (user interfaces and mobile devices on which these services
are to be deployed). Due to those reasons, it was difficult to model the multiple contexts for multidimensional
applications.

Although the above-discussed context-aware ontologies address many limitations, still, a number of unaddressed
issues also exist which restrict effective communication and interaction among devices. Based on these issues, it is
important that service discovery approaches of a dynamic environment should consider issues of role, resources,
schedules and timeliness. These requirements, if considered, can help to deal with heterogeneity and complexity in
addition to increasing the possibility of effective communication.
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3.0 DERTS CONTEXT REQUIREMENTS AND ONTOLOGY DEVELOPMENT METHODOLOGY

Service composition is increasingly gaining in popularity since the composite service presents features that an
individual service cannot, hence, the selection of a service for composition from many context similar services is a
significant challenge. In this regard, quality of service (QoS) can be used to resolve the issue of selection of the
“best service” among many context-similar services. However, context is not easily defined and modeled, since it is
a very broad and diverse concept. Context information also plays an important role in the delivery of correct service
and it can be considered as a specific kind of knowledge which can be modelled with the help of ontology. Context-
aware ontology, by providing formal semantics to context knowledge, supports the sharing and integration of
context information.

The development of successful DERT systems depends on the provision of the correct requirements specification.
This section focuses on some of the general important requirements of DERTS related to the context-awareness [24,
25] that have been considered in the development of context-aware ontology for DERTS. Details are as shown in
Table 1 below.

Table 1: DERTS requirements

Location DERTS are used to automatically identify and track the location of objects or people in real time,
usually within a building or other contained area. Location awareness refers to devices that can
passively or actively determine their location. Location information usually does not include speed,
direction, or spatial orientation. Location services can be used to address both common and critical
activities of everyday life [26].

Activity and | Two tasks, periodic (having hard deadlines dedicated for control loops) and aperiodic (having soft
schedule deadlines and dedicated for user interaction) are commonly used by DERTS. Periodic tasks are
activated with specific intervals of time while aperiodic tasks run at unpredictable intervals.
However, in the presence of constraints (minimum interval time between the execution of two
consecutive tasks), the tasks are called sporadic. Tasks may also have an offset that denotes the time
before any instance may be activated.

Response The response time is the time taken by the real-time system between the start and the end of the task.
time Response time is different from worst-case execution time (the maximum length of time taken by the
task) and the deadline (the time during which the output of the task remains valid in the context of
the specific system).

Timeliness / | Timeliness refers to the ability of the system to respond to external requests within a finite and
deadline specified period of time. To achieve timeliness in DERTS, the constraints should be specified on the
activation patterns of aperiodic tasks.

Power Battery power of any DERTS device is one of the most important considerations for communication,
consumption | since DERTS devices use energy from batteries for their operations. In the case of DERTS devices,
battery capacity is severely restricted due to constraints on size and weight of the device which
means that such devices should be energy efficient in proportion to their usability.

Memory Memory as a recording media is used to retain digital data. It is a core function and fundamental
allocation component of embedded devices. It must be considered before communication and interaction.
Role Role defines temporal relations with the other objects. For example, a person in one role may be an

actor while in another role he/she may be a director. Roles can be beneficial in separating the
inherent characteristics of individuals and can serve as an ontological reuse unit.

3.1 Ontology Development Methodology

Research methodology is academia’s established regularity framework for the collection and evaluation of the
existing knowledge for the purpose of arriving at, and validating, new knowledge. Research methodology not only
frames the study but can also identify the tools, strategies and criteria for the success of the research.
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Fig. I: METHONTOLOGY [29] ontology development process life cycle.

A number of different ontology development methodologies have been proposed in literature [27-34]. In this paper,
we employed the METHONTOLOGY [29] methodology guidelines for the development of context-aware ontology
because the guidelines of this methodology are based on sound principles of the software engineering which helps to
improve the ontology applicability. Ontology development lifecycle of the methodology is based on stages and a set
of activities through which ontology passes during its development. These tasks and activities are part of the
incremental development of the ontology which makes it easier to validate the ontology during its earlier stages and
increases the ontology complexity step by step. Details of these steps are represented in Figure 1 while a short
introduction of each phase is discussed in the next subsection.

3.2 Specification, Conceptualisation & Formalization

The specification phase discusses the reasons for building the ontology and determines who will be the end users. In
our case, DERTS designers are the end users while the objective of the context ontology is discussed in the
introduction section.

The activities of the conceptualisation & formalization phases are shown in Figure 2 while the details are discussed
in the next section.

Build Glossary of Terms Concepts Extraction Discover Binary Relations

Define Instances Describe Formal Axioms Discover Instance Attributes

Fig. 2: METHONTOLOGY [29] ontology conceptualisation tasks

3.3 Implementation and Maintenance

These phases deal with the usage of ontology computing models and ontology corrective activities. In this paper, we
used protégé as an ontology implementation tool and OWL [35] as an ontology language. Details are discussed in
Section 6.

4.0 CONSTRUCTION OF CONTEXT-AWARE ONTOLOGY

Embedded real-time systems are often part of a well-specified system and operate in the context of a larger
engineering system. Sometimes such systems are designed for a dedicated platform and application. Usually, real-
time systems interact with other sub-systems and respond to a request from a user in the physical world within a
specified period of time. These systems have time constraints regarding responses to a request. This ontology was
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constructed while keeping in mind the important requirements as well as the limitations of the existing work as
discussed in Sections 2 and 3 in order to achieve the goal of effective communication within the constraints. This is
because the ontology can never be complete and always requires a design to be extended with new concepts without
changing the underlying model and without affecting the semantic annotations. Thus, this is a first step towards the
development of a context-aware ontology for communication among devices. The details of ontology construction
steps are described below.

4.1 Building a glossary of terms and entity extraction

Ontology of any domain explains the structure of the knowledge, hence, plays the role of heart for that domain.
During the development of the ontology, a number of papers and manuals were reviewed [52-59] for the purpose of
information extraction (names, characteristics of the entities and the relationship among these terms). We started by
recording the structured English sentences that were used in later stages for identifying the concept and the
relationships among that concept. For example, from the sentence “each device consumes resources”, it can be
concluded that “device and resources” are the concepts while “consume” refers to the relationship among these
concepts.

Domain experts can use these concepts and the relationships to check the context. Details of the extracted concepts
are given in Table 2.

Table 2: Glossary of terms

Concept name

Description

Activity An activity is a process that is executed in order to achieve a goal.
Bandwidth This is the rate of data transfer over the network; measured in bits per second.
CPU A central processing unit (CPU) is 'the hardware within the computer
systems where most of the calculations take place.
Device A device is an obj.ect for which the mechanical or electrical workings are
controlled by a microprocessor.
Embedded Device An embedded device is a special purpose computer system. It is a combination of

Real-Time Device

hardware and software which facilitates a variety of applications.
A real-time device is one that must respond within strict time constraints.

Laptop This is a personal computer for mobile use.
This is an electronic telecommunications device that can provide voice
Mobile Phone communications and Internet services while moving around a wide geographic
area.
. This possesses digital date and time information attached to a certain
Date Time

Execution Time

event/activity which has occurred, and usually gives the date and time of day.
This is a number of event/activity/process runs denoted in seconds.

Start Time This is the start time of an event/activity/process to execute.
End Time This is an end time of an event/activity/process to execute.
. The software system has been designed to support interaction between two
Service .
machines over the network.
Quality of Service metrics measure the quality of service provided. QoS metric is
. an important concept of context-aware ontology because it can play a vital role in
QoS Metric . . .. .. .
services-ranking as an additional set of criteria which enables the requester to
select the most suitable service among context similar services [62].
Unit Measurement unit of the QoS metric.
Activity Schedule An activity schedule is an execution sequence of activities.
Remaining This refers to remaining data communication resources expressed usually in bits
Bandwidth per second.

Remaining Memory

Resource Usage
Level

This has a current amount of available memory.
This is an activity designed to see the level of resources used such as CPU,
memory, battery, bandwidth etc.

Malaysian Journal of Computer Science, Vol. 32(3), 2019
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This is a permanent data storage device used for storing and retrieving digital

Hard Disk Drive . .
information.
Memory This comprises a total amount of memory of a system.
Tablet Personal This acts as both a mobile computer and a kind of embedded device.
Computer

Status is a scale of standing; it informs other devices whether or not the device is
available for interaction.

Battery This comprises a total amount of battery power of a system.

This is an autonomous entity which observes through sensors and acts upon an

Device Status

Human/Agent . .
environment using actuators.
Operating System This possesses sufficient software to manage computer resources.
Real Time A real-time operating system has been designed to serve real-time application

Operating System requests without buffering delays.
A resource is a hardware or software component with limited availability within a

Resources
computer system.
A network is an electronic medium through which different devices can share
Network . .
resources and information.
Context This deals with situation recognition of moving entities.
Context Provider Context providers are devices which supply a context of the object / entities.
Location Location awareness refers to devices that can passively or actively determine their
location.
. . Every location has a global address consisting of numbers called coordinates. The
Longitude / Latitude S . .
two numbers denote a location's latitude and longitude numbers respectively.
Actuator An actuator is the machine (a type of motor) by which an agent acts upon an
environment.
Sensor A sensor is a device capable of detecting change in temperature, pressure, speed,
etc.

Remaining Battery This refers to the current amount of available battery.
A role is a pattern of behavior that provides a meaning of identifying and placing

Role an object in the environment.

General Purpose OS General purpose operat.in.g §ystems are non-real-time operating systems that are
often quite non-deterministic.

Mode Mode is a way of expressing important information about an object.

Replay This is an action that is repeated several times.

Invoke This activates an action.

For information extraction, in order to develop the proposed ontology, we reviewed a number of papers and
manuals. In the selection stage of the concepts, a term-weighting technique [36] was used. According to this
technique, during the term’s extraction process, each entity was given one point and on its repetition the associated
score was increased by one. To select the concepts among a number of identified concepts during the entity
extraction process, the following formula (1) was used.

AvgConceptScore = X ConceptScore / X Concepts @9

This technique ranks the concepts according to their relative importance (weighted based on frequency of
occurrence). Table 1 provides the list of these concepts.

4.2  Taxonomy formation

Taxonomy is a classification scheme used to categorize the identified domain concepts. Taxonomy arranges agreed
domain concepts around a particular theme. Typically, taxonomies use a hierarchical structure (like a tree) for
classifying the domain concepts. This is an important method of classification of concepts for managing complexity
with an increasing number of concepts. Figure 3 presents the taxonomy for the DERTS context ontology.

192
Malaysian Journal of Computer Science, Vol. 32(3), 2019



Context-Aware Ontology and Web Services Discovery for Distributed Embedded Real-Time Systems. pp 186-208

ActlvllySchedu >
o e S

rd

 ScheduleDateTime =}—1=3 ¢ EndTime )
= S SR

_ RealTimeos 0
ol
i a—"

[ StartTime
=3 GeneralPurpose0S )
34 Replay B
{ i i 8
! P = =
[/ AcitwutyMo_df 4:'_!&-_3— Invake /‘-
) o
Ji f —— e
{ / ( Location  Time )
f o - <
[/ i
I} !
f/
|
{
/
I/
|I l|l
[ isa
Ifi

-

(q_lsga—.
Contex‘tF’rnvlder
_lza__

& esourceUsageLevel

I_uw ".

_4; Actuatar )
A
- =
P T TR
F ¢ RealTimeDevice w}—i=3 — " Seansor
__iza " e s
9a ‘i_ REwiaE] S
~ .m_\__
Tiasa

f Actlvlty I

]
—

e
_ [ Laptep
= — g ) '
(EmbeddedDevice k3  jca
f — ——i
\ \ C °°S“"Et“° g i Static @oShetric
! \:sa ST —
1 \ T
1 \u
\ \
III "\\

> T
( MobilePhone )
<Hna =
 Dynamic@oSMetric =113 " GomplexMetric
— SN,
\

\

i

\I Y

1

e
\ \

B ——
SimpleMetric
—— =i
\ b
Ys-a

) L;f___f{(fusaeed“u
N A
=

B
(( Metwods 4o

—isa

Memany E

— e
T ——

Fig. 3: Context-aware ontology for DERTS
4.3 Relationships in attributes table

categorized into different groups like universal relationships (is-a and part-of) as well as domain specific
in Table 3 .

Relationship binds two or more ontological concepts into a meaningful sentence. Relationship terms can be
relationships (“consume” and “is consumed by”). Some of the extracted direct and inverse relationships are shown
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Table 3: Binary relations table

Relation Source Source Target Target .
A AR Inverse relation
name concept cardinality concept cardinality
Execute Device 1 Activity 1 Is executed by
Consume Device 1 Resource N Is consumed by
Has status Device 1 Status 1 Is a status of
Recognize Device 1 Context N Is recognized by
Offers Device 1 Service N Is offered by
Has usage Device 1 Resource N Is a usage level
level usage level of
.. Activity
Has schedule Activity 1 Schedule 1 Is a schedule of
Has role Humirtl/Age 1 Role N Is a role of
Has start time Activity 1 Start time 1 Is a start of
Has end time Activity 1 End time 1 Is a end of

Attributes are the properties, features, characteristics, or parameters that objects can have and share. Attributes are
notably different from relations as the range of the attributes is a datatype-like number and string etc. while the
range of relations is a concept. Table 4 consists of the attributes of the DERTS context-aware ontology. In Figure 4,
a UML model of the most relevant classes of ConOntDERTS ontology is presented.
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Fig. 4: UML dlagram of context ontology

4.4 Axioms

Axioms are used to facilitate mutual understanding among machines during machine to machine communication by
removing terminological and conceptual ambiguities. For ontological reasoning, axioms are the best way to achieve
the insertion of logical expressions to ontology. Basically, an ontology consists of a set of axioms and each axiom
makes a statement that is always true. Moreover, these axioms say something about classes, properties, and
individuals respectively. For example, consider an axiom given below, where a Sensor is a RealTimeDevice which
would satisfy the axiom, whereas when we have a Sensor that is not a RealTimeDevice, it would not satisfy the
specified axiom Axioms for the context ontology are presented in the following Table 4.

Sensor E RealTimeDevice N 3 hasOperatingSystem.Real Time-OperatingSystem
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Table 4: DERTS Logical axioms

Concept name

Axiom description

Logical expression

Device

Embedded
Device

Real-Time
Device

Laptop

Activity

Activity
Schedule

CPU

Mobile Phone

Service

Resources

Bandwidth

Memory

Battery

Operating
System

Real
Operating
System

Time

Actuator

A machine controlled by a
Mmicroprocessor.

A device that does not use real-
time operating system.

A device that uses real-time
operating system.

An embedded device which uses
the general purpose operating
system.

An activity is a process that is
executed in order to achieve a
goal.

An activity schedule is the
execution of a sequence of
activities.

A central processing unit (CPU)
is the hardware within

the computer systems where all
calculations take place.

This is a device that can provide
voice communications and
Internet services while moving
around a wide geographic area.
Software system designed to
support interaction between two
machines over the network.

A resource is a hardware or
software component with limited
availability within a computer
system.

This refers to remaining data
communication resources
expressed usually in bits per
second.

This refers to the current amount
of available memory.

The total amount of battery
power of a system.

Software to manage computer
resources.

A real-time operating system is
an operating system used by real-
time devices.

An actuator is the machine (a
type of motor) by which an agent
acts upon an environment.

Device E Machine M
JhasProcessor.MicroProcessor 1
JbelongsTo.EmbeddedDevice U
IbelongsTo.RealTimeDevice
EmbeddedDevice E Device N
JhasProcessor.MicroProcessor M
IbelongsTo.EmbeddedDevice
RealTimeDevice E Device N
JhasProcessor.MicroProcessor IM
JbelongsTo.RealTimeDevice
Laptop E EmbeddedDevice M
JhasOperatingSystem.General-
PurposeSystem

Activity E Task M Iperformed
By.Device [1 3performedBy.Agent

ActivitySchedule E Activity M
JhasStartTime.Time M FhasEndTime.Time M
JhasStartDate.Date

CPU E ProcessingUnit M

Juses.Resoruces M Ibelongs-

To.Device M 3JusedFor.InformationProcessing

MobilePhone E EmbeddedDevice M
JhasOperatingSystem.Mobile-OperatingSystem

Service E Functionality M JisOfferedBy.Device

Resources E ComponentWithLimited-
Availability M 3consumedBy.Device
Ll JconsumedBy.Agent

Bandwidth E CommunicationMode
M 3belongsTo.Resoruces M 3JusedBy.Device

Memory E TemporaryData-
StorageUnit M IbelongsTo.Resoruces

M JusedBy.Device
Battery E PowerStorageUnit N
JIbelongsTo.Resoruces M JusedBy.Device
OperatingSystem E D DeviceControlSoftware N
JusedBy.Device M JhasCategory.GeneralOS U
JhasCategory.MobileOS U
JhasCategory.Real TimeOS
RealTimeOperatingSystem E OperatingSystem IM
JusedBy. RealTimeDevice

Actuator E Device M
AcontrolledWith.Motor M
JhasOperatingSystem.RealTime-
OperatingSystem
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A device capable of detecting Sensor E Device M
Sensor changes in temperature, pressure, | JhasOperatingSystem.RealTime-

speed etc. OperatingSystem

General purpose operating GeneralPurposeOperatingSystem
General Purpose | systems are non-real-time E OperatingSystem M JusedBy. EmbeddedDevice
(0N} operating systems that are often

quite non-deterministic.
The mode is a way of expressing | Mode E ActivityMode M Jhas

Mode important information about an Mode. Invoke LI 3hasMode.Replay
object.

5.0 ONTOLOGY EVALUATION

With the increased use of ontologies in different domains along with other software applications, the need for
correct ontologies is now augmented. Accordingly, in order to verify the correctness of the developed ontology, we
used two approaches: the first is a criteria-based ontology evaluation (Section 5.3) and the second is a human
evaluation approach (Section 5.4). However, before applying these approaches, ontology consistency checking was
performed where details are provided in the following section.

5.1 Ontology consistency checking

Consistent ontologies play a vital role in the success of any application since they identify any instances of
duplication. Thus, ontology consistency checking is an important task which can be performed with the help of
ontology reasoners. Reasoners compute the class hierarchies and identify any instances of duplication which could
reduce the effectiveness of the ontology.

For DERTS context ontology development, the Protégé [37] editor (as shown in Figure 5) is used while consistency
checking and reasoning is performed by utilizing a Description Logic Reasoner with Protégé editor. As reasoning
tools can help in assessing the overall consistency of the ontology, we used Pellet reasoner [38] instead of other
reasoners because it was found that they provide no support for incremental classification and consistency checking.

Besides than that, Pellet reasoner can point out the axioms that may cause ontology inconsistency. Pellet reasoner in
Protégé via the Pellet Reasoner Plug-in starts checking hierarchies, domains, ranges, and conflicting disjoint
assertions to find inconsistencies. In our case, by invoking a Pellet reasoner, no inconsistencies were found.

‘EmBagasaDevice

m=hasstatus “ON<+*string
==hasRemainingBatteryLevel 71
==hasRemainingMsmoryLevel 79

“De
5 Human/Agent
+ @ OparatingSystem a !

Fig. 5: Embedded device members’ list in Protégé editor

5.2 Semantic Similarity Calculation
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In literature, previous studies [39, 40, 41] have proposed different mechanisms for semantic similarity calculations
and offer attributes of the services. For example, the approach proposed by Resnik and Lin [40, 41] calculates
semantic similarity using probability rules. Skoutas et al. [39] also used similar assumptions in their proposed
approach for calculating similarity since both approaches cannot consider taxonomic deviation effectively. This
results in compromised semantic similarity for demand and attributes of services being offered.

ContextMatch(O, D) = (O =D) vV (O D)V (D <£O) i
Where
(O = D) = (O.IsNumeric » D.IsNumeric) » (O.valuetvpe = D.valuetype)
(D €O) = (O.IsNamedConcept » D.IsNamedConcept) » ((O.level < D.level)
(O €D) = (0. IsNamedConcept N D.IsNamedConcept) ~ (O.level = D.level))

The service concepts may be named or given as a number. In the case of named concepts, taxonomy will be used for
relating both concepts. In relation to taxonomy, the relationship among these concepts may fall into one of three
categories, which could be determined by using the rules of equation i. According to these rules, similarity among
concepts depends on the distance between both concepts being used as a taxonomy. In this regard, the following
equations can be used:

Levelp =, Level(O) ii
If Level(D) < Level(O)
Separamiv= (Countdttributes(D) / Countditributes(O)

If the service concepts are numeric concepts, then the score will be calculated by using equations iii and iv, as given
below. The numeric concepts may fall into one of two categories (positive or negative monotonic). In case of
positive monotonicity (higher values are preferred), the following formula will be used.

- , . iii
Suumarriv=1-(( Demand.value — Offer.value) / Demand.valie)

In the case of negative monotonicity (lower values are preferred), the following formula will be used.
Smumaren= 1/ 1-(( Demand.value — Offer.value) / Demand.value) v

Offer.value is the value of the advertised service while Demand.value is the value of the user-requested service.
Service similarity score based on its numeric and named concepts will be calculated by using the following formula:

Total Score = max®. (Sjcharatriv) Wotattrib) +  Siimumanrin) Wo(attrib))

5.3 Experimental Evaluation

The key benefit of context ontology is that it can provide smooth interaction between DERTS devices since it
concisely describes the properties of DERTS. An ontology explorer with a graphical user interface can allow
different users and devices to discover and interact with each other semantically. The interaction between the
entities is governed by their properties as defined in the context ontology. Moreover, this ontology enables humans
and automated agents to specify the context-sensitive behavior of different entities.

We performed an experiment to determine the utility of the developed ontology in a health-care environment. In the
case of hospitals, if management does not adequately maintain the humidity, temperature and air pressure, serious
problems such as respiratory infections and allergies among patients, staff and visitors can arise. For this reason,
management or automated agents always attempt to maintain temperature, humidity levels and air pressure in the
hospital environment by using the services of different devices. Figure 6 [12] below is based on the same idea.

In this regard, an administrator or an automated agent can efficiently retrieve the services through semantic
matching services offered by these devices. However, for effective discovery, services must be described in a
language which is supported by logical reasoning. Hence, we used Web Ontology Language [22] for describing the
services whereas ontologies described in Figures 3 and 6 [12] are used to support the semantic matching process.
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! Activity OperationTheater PediatricWard
15- 3. ia 3 153 ]
Thing ‘:_I—'-"-'-_- Location J<—'==2 Ward <} MatemityWard
=2 o . NICU
sa
QoSMetric SpecialCareUnit »J—Sa——{ 1CU [
-1 ’ is-a
TR 1 PICU
ccu

Fig. 6: Part of application ontology

In this context, it is supposed that a hospital administration has installed different devices in the hospital offering
different services. Below, we presented the DL description of a few services while the more understandable
descriptions are presented in Appendix A. Due to the shortage of space, the description logic notions for some of the
services are provided.

Demand E srv : Service M (3 srv : hasDeviceName.srv : HMT140) M (3 srv : hasLocation.srv : NICU) 1 (3 srv :
hasRole.srv : HumidityMeasurement) M (3srv : hasResourceUsagelLevel .srv : Low) M (3 srv : hasBandwidth.srv >
8000) M (3 srv : hasAvailability.srv > 90)

Following is the description logic notions of the device services list in the questionnaire.

Offerl E srv : Service M (3 srv : hasDeviceName.srv : DL2000) M (3 srv : hasLocation.srv : NICU) M (3 srv :
hasRole.srv : HumidityMeasurement) I (3srv : hasResourceUsageLevel .srv : High) M (3 srv : hasBandwidth.srv :
7500) M (3 srv : hasAvailability.srv : 74)

Offer2 E srv : Service M (3 srv : hasDeviceName.srv : T7510) M (3 srv : hasLocation.srv : NICU) M (3 srv :
hasRole.srv : TemperatueMeasurement) M1 (3srv : hasResourceUsageLevel .srv : High) M (3 srv : hasBandwidth.srv :
6500) M (3 srv : hasAvailability.srv : 84)

Offer3 E srv : Service M (3 srv : hasDeviceName.srv : zED-P) M (3 srv : hasLocation.srv : CCU) M (3 srv :
hasRole.srv : AirpressureMeasurement) M (3srv : hasResourceUsageLevel .srv : High) M (3 srv : hasBandwidth.srv :
6500) M (3 srv : hasAvailability.srv : 64)

Offer4 E srv : Service M (3 srv : hasDeviceName.srv : HMT140) M (3 srv : hasLocation.srv : NICU) M (J srv :
hasRole.srv : HumidityMeasurement) M (3srv : hasResourceUsageLevel .srv : Low) M (3 srv : hasBandwidth.srv :
7900) M (3 srv : hasAvailability.srv : 85)

Offer5 E srv : Service M (3 srv : hasDeviceName.srv : DL1016) M (3 srv : hasLocation.srv : PediatricWard) M (3
srv : hasRole.srv : HumidityMeasurement) M (3srv : hasResourceUsageLevel .srv : High) M (3 srv
hasBandwidth.srv : 5900) M (3 srv : hasAvailability.srv : 76)

5.4 Evaluation by Experts

It is a fact that research should demonstrate the achievement of results which have been derived through careful
analysis of the data. The evaluations are also very important as they ensure that the proposed work will produce
sound results when used in a proper way. Such results must be evaluated carefully by experts before their
implementation in the environment. Therefore, a critical part of any research work is the evaluation of the results.
To evaluate the correctness of the results produced by our ontology, expert judgment is used. In this regard, we
conducted a survey where the details of which are given in Appendix A.

5.4.1 Survey development

For the survey development, we selected four participants; each one holds a graduate or master degree and has at
least two years of experience in the development, use of or research into DERTS. Based on the discussion, the most
important factors for the survey were determined and necessary questions were identified. On the consensus, these
questions were framed on the survey randomly. The domain experts developed ten (10) questions which were
considered most important and these are listed in the questionnaire (see Appendix A).
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5.4.2 Participants’ selection

We selected ten participants with at least one year of experience in DERTS environments. Most of the participants
were selected from the EReTSEL lab of the Department of Software Engineering of Universiti Teknologi Malaysia.
First of all, we approached participants verbally and through email. Following their confirmation, we submitted the
questionnaire to the participants and finally received their completed questionnaires. We received completed
questionnaires from six participants within one week and found no written comments on the questionnaires.

5.4.3 Results

The developed questionnaire was handed to the participants for the collection of their responses. We requested them
to rank service as follows: number 1 awarded to properties which are very near to the demand and ranking of
service; number 2 awarded to the one which came second in relation to the demand and so on. By analysing the
responses of different participants, we observed that different participants ranked the same service with different
numbers. This variation may have been due to the participant’s assumptions (one property is more important than
others) or it could be because of human error. To minimize such variations, we calculated the average score of the
participants as shown in Table 5. By sorting the services in increasing order, the following Ordered Service List was
obtained: {04, 010, 07, O1, 08, 02, 03, 05, 09, 06}.

Table 5: Services ranking by human participants

. Participants Average
Service Id
P1 P2 P3 P4 P5 P6 Score

o1 4 4 4 4 4 4 4.00
02 6 6 6 7 6 9 6.67
03 8 8 8 6 8 5 7.17
04 1 1 1 1 1 1 1.00
05 7 7 7 10 7 10 8.00
06 10 10 10 8 10 7 9.17
o7 3 3 3 3 3 3 3.00
08 5 5 5 5 5 8 5.50
09 9 9 9 9 9 6 8.50
010 2 2 2 2 2 2 2.00

In Table 6 below, a semantic similarity score of services is given. For calculating the similarity score, we used the
formulas (7, iii, iv and v) discussed in Section 5 and considered the same set of services as presented in the
questionnaire (description logic notions of the device services is provided in Section 5.2).
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Table 6: Computed score of services

Resource .
E;’;:ce Device | Location | Role | usage Bﬁ:(;ll:;’;g(tih Availability ;l::)t:el

level
o1 0 1.00 1 0.0 0.94 0.82 3.76
02 0 1.00 0 0.0 0.81 0.93 2.74
03 0 0.50 0 0.0 0.81 0.71 2.02
04 1 1.00 1 1.0 0.99 0.94 5.93
05 0 0.00 1 0.0 0.74 0.84 2.58
06 0 0.00 0 0.5 0.79 0.69 1.98
o7 1 0.75 0 1.0 0.94 0.71 4.40
08 1 0.00 0 0.5 0.94 0.92 3.36
09 0 0.00 0 0.0 0.79 0.56 1.35
o10 1 0.00 1 1.0 0.96 0.71 4.67
D 1 1.00 1 1.00 1.00 1.00 6.00

In order to identify that the questionnaire was understandable to all respondents, we used a bar chart (Figure 7) to
present their responses as stated in Table 6. The objective of Figure 7 was to determine the values representing the
non-understandability of the respondent (the larger or smaller the value with respect to the average value means
more or less understandability). In Figure 7, we compared the responses of six respondents against each service
average score (light blue color) to show the differences between distributions (portraying extreme values).

10
Pl
8 P2
S uP3
S) 6 EP4
r : EP5
e u P6

i Average Score
2
0

Services

Fig. 7: Participants’ responses against each service

When analyzing Figure 7, it was observed that Respondent 6 appears confused (more than others) while responding
to services 2, 5, 8 and 9. However, by comparing the score averages (average score of Person 6 for all ten services
and the median score of averages of all 6 persons), it can be observed that the overall understandability of Person 6
regarding the questionnaire was 84% (average response score of five persons other than Person 6 towards the
abovementioned four services was 6.95 while the average response score of Person 6 against services 2, 5, 8 and 9 is
8.25). Experts consider this to be within a satisfactory range of acceptability. Hence, it was concluded that the
questionnaire was properly designed by experts.

Ontological concepts may consist of a name or a number. In the case of named concepts, the closeness between the
demand (D) and the offered (O) concepts will be judged through taxonomy. The numeric concept belongs to the
QoSMetric shown in Figure 1.
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To perform the experiment, we considered a small set of ten services. To create a context specification of service,
several domain experts were consulted. A high level description of services is proved in a tabular form in Appendix
A, while the description logic of some services is presented in Section 5.3. Table 6 presents the computed scores
services based on the formulae 7, i, iii, iv and v. For example, the fifth and sixth attributes (bandwidth and
availability) of demand offered in Table 3 consist of a number and a positive monotonic. These attributes are related
to the QoSMetric concept as shown in Figure 1. Since both concepts have the same value type direction and belong
to the same QoSMetric concept, it is considered that both attributes are semantically equal. Similarly, the demand
and offer attribute (second attribute) is a named attribute (location). The similarity score of this attribute is
calculated through a taxonomy relationship by using equations i, ii and v. Finally, the total score of the services is
calculated using equation vi. By sorting the services of Table 6 in increasing order, the following Ordered Service
List was obtained: { 04, 010, 07, O1, 08, 02, OS5, 03, 06, 09 }.

Upon analyzing the results produced by the proposed approach as well as the results obtained from the participants
through their questionnaire responses, it was observed that the first six results were the same. These were produced
by both approaches. Meanwhile, slight variations were noted in the last four results only since the services are
ordered with respect to the request of the user. This means that the user will select the first service to use and then
the second if the first service is not available and so on. Hence, we can say that the proposed approach produces
much more consistent results according to human perception.

5.5 Significance test

In order to determine whether or not the proposed approach can produce consistent results with human perception, a
t test experiment was designed in SPSS Version 16. The usage of the exact type of statistical test depends upon
many factors including the field, the type of data and sample size, as well as other factors. The independent samples
t test is a small sample test and can be used if the size of the samples does not exceed 30. In this case, it was decided
to use the ¢ test, which compares the population means of two variables. It computes the difference between two
variables to identify whether or not the average differences are significantly different from each other by using the
means from randomly-drawn samples.

The vast majority of scientific research is ultimately tested by statistical methods, all providing a degree of
confidence in the results. For most disciplines, the researcher looks for a significance level of 0.05, signifying that
there is only a 5% probability that the observed results and trends occurred by chance. The significance level
determines whether the null hypotheses are accepted or rejected, which is the crucial part of hypothesis testing.

Before executing the ¢ test, we set our alternative (H1) and null (HO) hypothesis for the test and these are given
below:

H1: ConOntDERTS ontology can produce consistent results with human perception.
HO: ConOntDERTS ontology cannot produce consistent results with human perception.

To perform the above test, a group of ten (n = 10) services are selected randomly from the population to investigate
whether the proposed approach really improves the correctness of results. Before starting the experiment, it is
required to be aware that the samples are normally distributed in the population, hence, the normality is checked
with the help of the Shapiro-Wilk test.

Tests of Normality
Kolmogarow-Smirnowd Shapiro-Wilk
Statistic df Sig. Statistic df Sig.
Score 134 20 200 929 20 145

a. Lilliefors Significance Carrection
* This is a lower hound of the true significance.

Fig. 8: Normality test statistics of ConOntDERTS

For a dataset smaller than 2000 elements, the Shapiro-Wilk test is used, otherwise, the Kolmogorov-Smirnov test is
applied. In this case, since there are only 10 elements, the Shapiro-Wilk test was used. Since the p-value of the
Shapiro-Wilk test is 0.145 (Figure 8), which is higher than .05, it was concluded that the data came from a normal
distribution.
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Group Statistics
Spec Std. Error
1§ Mean Std. Deviation Mean
Score SDFD 10 33M7 1.32986 42054
Human 10 5.5000 2.84605 40000

Independent Samples Test

Levene's Test for Equality of
Wariances ezt for Equality of Means

95% Confidence Interval of the
Difference

Mean Std. Error
F Sig. t df Sig. (2-tailed) Difference Difference Lower Upper

Score  Equal variances 7969 o -2283 18 034 -2.27830 49340 -4 36437 -19123
assumed

Equal variances nat -2283 12751 034 -227830 43340 -4 42868 -12782
assumed

Fig. 9: Test statistics of t test

As shown in Figure 9, the mean for the ConOntDERTS ontology is 3.221 and the mean for a human is 5.500. The
standard deviation (measuring the degree of uncertainty and advising how the data is distributed around the mean
value) for the ConOntDERTS ontology is 0.42054 while for a human it is 0.90000. The Sig. (2-tailed) values before
and after the consideration of variances are 0.034 and .039 respectively which are much less than 0.05. Hence, the
null hypothesis is rejected and it is therefore concluded that ConOntDERTS ontology produces consistent results
with human perception and can be used for the generation of correct results.

6.0 Criteria-Based Ontology Evaluation

In-order to develop an evaluation criteria, we used a brainstorming technique. For this purpose, we invited our
domain experts to participate in a brainstorming session. Brainstorming, basically, provides a platform to a group of
people in which to meet so as to generate new ideas around a specific area of interest. All the ideas were noted down
and all participants were encouraged to contribute fully. When the brainstorming session was over, the ideas raised
were evaluated. During the ideas evaluation session, we used a voting technique (show of hands). We asked our
experts to raise their hands (each raised hand means one point) for each idea and then we sorted the ideas based on
the votes (total points). Finally, we selected the top six ideas (requirements) to develop and evaluate our ontology.
These criteria requirements (ideas) are discussed in detail in Section 3. In this section, we used the same criteria
requirements for the evaluation of the existing and our developed ontology. The detail of the evaluation is provided
below.

Table 7: Comparative evaluation based on DERTS criteria

Properties Activity | Resources | Schedule | Location | Timeliness | Role

Ontologies

SOUPA[13] N N J

COMANTO [14] \ \

CoOL [6]
N
N

CONON [17]
SOCOM [19]

CoDaMoS [20]
DeviceOntology [42] \
OUR-K [43] \
OASys [44] \ \
ConOntDERTS \ \ \

2 2 2 2 2 2]

e < <2 < 2]

y y

A detail of comparison is given in Table 7 while Figure 10 is based on the data given in Table 7. By analysing the
data of Table 7 carefully, it was observed that SOUPA [13] is the highest-scoring ontology, as it met five
requirements out of six hence making its total participation 83% (5 out of 6) of the score.
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Fig. 10: Comparative evaluation of context-aware ontologies

Meanwhile, CoOL [6] and CoDaMoS [20] were noted as the lowest-scoring ontologies, since they met only one
requirement out of six, hence their score was 16%. Similarly, it is also observed that only the location requirement
had been well-studied by researchers (as shown in Table 7) whereas the resources and schedule are the most
neglected requirements.

Based on the above analysis, it is recommended that an ontological work which considers both the most neglected
and the most important requirements of DERTS may be beneficial for the industry. Hence, this conclusion, along
with other motivational factors, motivated us to work on the context-aware ontology for DERTS. Accordingly, we
developed and presented our context-aware ontology for DERTS as ConOntDERTS in this paper. The new
ConOntDERTS with the help of experimental and comparative evaluation has been proven as being the best
ontology among the remaining ontologies of its category. Moreover, by analyzing computed results, it was
concluded that one of the major reasons behind the success of ConOntDERTS is the involvement of domain experts.

7.0 CONCLUSION

The trend to use smaller, more intelligent and cost-effective embedded systems continues to provide much greater
functionality and complexity. These systems are increasingly being connected with the help of wireless networks
including the internet. In order to operate and maintain such complex systems, SOA is the best methodology which
can be used for the development of loosely-coupled, flexible, distributed and cost-effective applications for the
dynamic environments of DERTS. SOA enables different device applications to exchange data and participate in
different processes regardless of the complexity of the applications and facilitate different operating platform
components to work together through exposing their functionalities as services. Semantic web services, with the
help of ontologies (representing domain knowledge in an application-independent way), competently handle the
issue of device heterogeneity. This takes the form of different languages, operating platforms and data management
standards which restrict the ability of the devices to interact with each other, and improve interoperability. In this
paper, a context-aware ontological model (ConOntDERTS) for organizing and sharing of domain knowledge in the
heterogeneous domain of distributed embedded and real-time devices is presented. This ontology was also used for
effective semantic matching of resource requests and advertisements in the dynamic environment of DERTS. For
checking the effectiveness of ConOntDERTS, we developed a questionnaire which was provided to domain experts.
The comparative evaluation of results showed the consistency and feasibility of the ConOntDERTS; moreover, the
statistical test (independent samples # test) results show that ConOntDERTS ontology can produce consistent results
with human perception.
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Appendix A
Questionnaire: Services Ranking in DERTS Environment

Assume you are looking for a service according to your requirements (D) from the published services (O;)
given in the Table below.

You are kindly requested to order each published service (O:) against the demand (D) given in the last row
of the Table: e.g. Rank 1 for the best choice; 2 for the second best, etc.
Please rank services based on the following attribute priorities.

1: Device 4: Availability
2: Location 5: Available Bandwidth
3: Role 6: Resource usage level
Service Resource .
Device Location | Role usage Bandeldth Availability | Rank
Code Required
level
01 DL2000 | Nicu | Humidity 7500 74
Measurement
02 T7510 | NICU | Jemperature o 6500 84
Measurement
03 ZED-P | CCU Airpressure | 6500 64
Measurement
04 HMT140 | Nicu | Humidity = o0 7900 85
Measurement
05 Pediatric | Humidity .
DL1016 Ward Measurement High 5900 76
06 DL1016 Operation | Air pressure Medium 6300 62
Theater Measurement
07 HMT140 | PICU Temperature | ' 7500 64
Measurement
08 HMT140 | Maternity | Airpressure | o p0 7500 83
Ward Measurement
09 ZED-P | Ward Temperature | () 6300 50
Measurement
010 HMT140 Operation | Humidity Low 7700 64
Theater Measurement
D HMT140 | Nicu | Humidity =g o0 8000 90
Measurement

Please write down any of your comments on data quality, selection and distribution etc.
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